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1. General Information

a. Agency/Board Name*
Wyoming Department of Insurance

b. Agency/Board Address c. City d. Zip Code
106 E. 6th Avenue Cheyenne 82002

e. Name of Agency Liaison f. Agency Liaison Telephone Number

Becky S. McFarland 307-777-6889

g. Agency Liaison Email Address
becky.mcfarland@wyo.gov

h. Date of Public Notice i. Comment Period End Date
December 19, 2018 February 3, 2019

j- Public Comment URL or Email Address:
doi.rules@wyo.gov

k. Program
General Agency, Board or Commission Rules

* |E| By checking this box, the agency is indicating it is exempt from certain sections of the Administrative Procedure Act including public comment period requirements. Please contact
the agency for details regarding these rules.

2. Leqislative Enactment For purposes of this Section 2, “new” only applies to regular rules promulgated in response to a Wyoming legislative enactment not
previously addressed in whole or in part by prior rulemaking and does not include rules adopted in response to a federal mandate.

a. Are these rules new as per the above description and the definition of “new” in Chapter 1 of the Rules on Rules?

|E| No. |:| Yes. Please provide the Chapter Numbers and Years Enacted
(eg: 2015 Session Laws Chapter 154):

3. Rule Type and Information

a. Provide the Chapter Number, Title, and Proposed Action for Each Chapter.
Please use the Additional Rule Information form for more than 10 chapters, and attach it to this certification.

Chapter Number: Chapter Name: |:| New |§| Amended |:| Repealed
5 4 Privacy of Consumer Financial and Health Information (Privacy of Consumer Financial and Health Information and Standards for Safeguarding Customer Informatic

Chapter Number: Chapter Name: |:| New |:| Amended |i| Repealed
55 Standards for Safeguarding Customer Information

Chapter Number: Chapter Name: |:| New |:| Amended |:| Repealed
Chapter Number: Chapter Name: |:| New |:| Amended |:| Repealed
Chapter Number: Chapter Name: |:| New |:| Amended |:| Repealed
Chapter Number: Chapter Name: |:| New |:| Amended |:| Repealed
Chapter Number: Chapter Name: |:| New |:| Amended |:| Repealed
Chapter Number: Chapter Name: |:| New |:| Amended |:| Repealed
Chapter Number: Chapter Name: |:| New |:| Amended |:| Repealed




4. Public Comments and Hearing Information

a. A public hearing on the proposed rules has been scheduled. |§| No. |:| Yes. Please complete the boxes below.

Date: Time: City: Location:

b. What is the manner in which interested persons may present their views on the rulemaking action?
|§| By submitting written comments to the Agency at the physical and/or email address listed in Section 1 above.

|:| At the following URL:

A public hearing will be held if requested by 25 persons, a government subdivision, or by an association having not less than 25 members.
Requests for a public hearing may be submitted:

|§| To the Agency at the physical and/or email address listed in Section 1 above.

|:| At the following URL:

c. Any person may urge the Agency not to adopt the rules and request the Agency to state its reasons for overruling the consideration urged against adoption.
Requests for an agency response must be made prior to, or within thirty (30) days after adoption, of the rule, addressed to the Agency and Agency Liaison listed in
Section 1 above.

5. Federal Law Requirements

a. These rules are created/amended/repealed to comply with federal law or regulatory requirements. |:| No. |§| Yes. Please complete the boxes below.

Applicable Federal Law or Regulation Citation: Title V of the Gramm-Leach-Bliley Act (PL 102-106)

Indicate one (1):
|§| The proposed rules meet, but do not exceed, minimum federal requirements.

|:| The proposed rules exceed minimum federal requirements.

Any person wishing to object to the accuracy of any information provided by the Agency under this item should submit their objections prior to
final adoption to:

|§| To the Agency at the physical and/or email address listed in Section 1 above.

|:| At the following URL:

6. State Statutory Requirements

a. Indicate one (1):
|§| The proposed rule change MEETS minimum substantive statutory requirements.

|:| The proposed rule change EXCEEDS minimum substantive statutory requirements. Please attach a statement explaining the reason that the rules
exceed the requirements.

b. Indicate one (1):
|§| The Agency has complied with the requirements of W.S. 9-5-304. A copy of the assessment used to evaluate the proposed rules may be obtained:

[W] By contacting the Agency at the physical and/or email address listed in Section 1 above.
] At the following URL:

] Not Applicable.




7. Additional APA Provisions

a. Complete all that apply in regards to uniform rules:

[M] These rules are not impacted by the uniform rules identified in the Administrative Procedure Act, W.S. 16-3-103(j).

[ The following chapters do not differ from the uniform rules identified in the Administrative Procedure Act, W.S. 16-3-103(j):

(Provide chapter numbers)

[] These chapters differ from the uniform rules identified in the Administrative Procedure Act, W.S. 16-3-103(j) (see Statement of Principal Reasons).

(Provide chapter numbers)

h. Checklist

[H] The Statement of Principal Reasons is attached to this Notice and, in compliance with Tri-State Generation and Transmission Association, Inc. v.

Environmental Quality Council, 590 P.2d 1324 (Wyo. 1979), includes a brief statement of the substance or terms of the rule and the basis and purpose of the
rule.

[ If applicable: In consultation with the Attorney General’s Office, the Agency’s Attorney General representative concurs that strike and underscore is not
required as the proposed amendments are pervasive (Chapter 3, Types of Rules Filings, Section 1, Proposed Rules, of the Rules on Rules).

8. Authorization

a. | certify that the foregoing information is correct.

Printed Name of Authorized Individual Tom Glause
Title of Authorized Individual Insurance Commissioner
Date of Authorization December 4, 2018




DEPARTMENT OF INSURANCE

STATE OF WYOMING
IN THE MATTER OF THE AMENDMENT )
OF CHAPTER 54 AND THE REPEAL )
OF CHAPTER 55 OF THE WYOMING )
)
)

DEPARTMENT OF INSURANCE RULES
AND REGULATIONS,

Docket No. 17-17
STATEMENT OF PRINCIPAL REASONS
FOR
The amendment of Chapter 54 of the Wyoming Insurance Department Regulations and

The repeal of Chapter 55 of the Wyoming Insurance Department Regulations

The Department of Insurance (DOI) originally promulgated Chapter 54 of its Rules
and Regulations in 2001, and has not been substantially modified since that date. The DOI
has amended Chapter 54 to address changes in the insurance industry since the regulation
was originally promulgated and to clarify the wording by removing ambiguity. In addition,
changes have been made addressing changes to the notice requirements necessitated by
changes to federal legislation.

In addition, on or about November 25, 2013, Governor Mead required all State
Agencies to reduce their Rules both in number and in length. Changes have been made to
reduce and reorganize the existing regulation to comply with the Governor’s directive. Such
changes include utilizing consistent language, removing unnecessary and duplicative

wording, and eliminating reiteration of statutes. To reduce the number of regulations, and

because they address the same subject matter, the DOI has incorporated the substance of its



Chapter 55 regulation into Chapter 54. Chapter 55 is being repealed as a result of this
change.

The language of Chapter 54 is based largely upon model language drafted by the
National Association of Insurance Commissioners (NAIC). The NAIC provides opportunity
for input from all states, territories, and the insurance industry regarding the model
regulation’s proposed language. In amending Chapter 54, the DOI has made changes to
reduce the wording, but has retained much of the model language to ensure the existing
consumer protections in the regulation are not altered. The NAIC model language has been
updated since Chapter 54 was originally promulgated. The DOI has made changes to the
wording of Chapter 54 to make it consistent with the current version of the model language.

The changes to Chapter 54 have resulted in reducing the length of the regulation.
Specifically, the modifications reduced the regulation from approximately 13,347 words in
the prior version, to approximately 9,712 words in the amended version. This represents a
reduction of approximately 27%. Although the desired 30% reduction in words has not been
met, the changes have updated and clarified the regulation. In addition, the incorporation of
the substance of Chapter 55 into Chapter 54 has reduced the overall number of rules without

changing the consumer protections currently in place.



Chapter 54
Privacy of Consumer Financial and Health Information and
Standards for Safeguarding Customer Information
ARTICLE I. GENERAL PROVISIONS

Section 1. Authority. This regulation is promulgated pursuant to Wyoming Statutes
8§ 26-2-110, 26-2-133, and 26-13-101 et seq.

Section 2. Applicability.

@ This regulation applies to:

0] Nonpublic personal financial information about individuals who obtain or
are claimants or beneficiaries of products or services primarily for personal, family, or household
purposes. This regulation does not apply to information about companies or about individuals who
obtain products or services for business, commercial, or agricultural purposes; and

(i)  All nonpublic personal health information.

(b) A licensee domiciled in Wyoming who is in compliance with this regulation in a
state that has not enacted laws or regulations meeting the requirements of Title V of the Gramm-
Leach-Bliley Act (PL 102-106) may nonetheless be deemed as in compliance with Title V of the
Gramm-Leach-Bliley Act in the other state.

Section 3. Definitions.

@ “Affiliate” means a company that controls, is controlled by, or is under common
control with another company.

(b) “Clear and conspicuous” means a notice is reasonably understandable and
designed to call attention to the nature and significance of the information contained therein.

M A licensee makes its notice reasonably understandable if it:

(A)  Presents the information in the notice in clear, concise sentences,
paragraphs, and sections;

(B)  Uses short explanatory sentences or bullet lists;
(C)  Uses definite, concrete, everyday words, and active voice;
(D)  Avoids multiple negatives;

(E)  Awvoids legal and highly technical business terminology; and
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(F)  Avoids explanations that are imprecise and readily subject to
different interpretations.

(i) A licensee shall design its notice to call attention to the nature and
significance of the information by using:

(A)  Plain-language headings to call attention to the notice;

(B)  Typeface, type size, style, and graphic devices that are distinctive
and easy to read,;

(C)  Wide margins and ample line spacing; and
(D)  Boldface or italics for key words.

(ili)  Notices on web sites shall call attention to the nature and significance of the
information by using text or visual cues to encourage scrolling down the page to view the entire
notice and to ensure other elements on the web site (such as text, graphics, hyperlinks, or sound)
do not distract from the notice. The licensee shall either:

(A)  Place the notice on a screen consumers frequently access, such as a
page on which transactions are conducted; or

(B)  Place a link on a screen consumers frequently access that connects
directly to the notice and is labeled appropriately.

(© “Collect” means to obtain information that the licensee can organize or retrieve by
name of an individual, identifying number, symbol, or other identifying particular assigned to an
individual, regardless of the underlying source of the information.

(d) “Company” means a corporation, limited liability company, business trust, general
or limited partnership, association, sole proprietorship, or similar organization.

(e) ”Consumer” means an individual or that individual’s legal representative who is
seeking or who has obtained an insurance product or service from a licensee to be used primarily
for personal, family, or household purposes, and about whom the licensee has nonpublic personal
information and includes:

(1) An individual who provides nonpublic personal information to a licensee in
connection with seeking or obtaining financial, investment, or economic advisory services relating
to an insurance product or service-regardless of whether the licensee establishes an ongoing
advisory relationship.

(i) An applicant for insurance prior to the inception of insurance coverage.

(i) A consumer of another financial institution is not a licensee’s consumer
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solely because the licensee is acting as agent for, or provides processing or other services to, that
financial institution.

(iv)  Anindividual is a licensee’s consumer if the individual is:
(A)  Abeneficiary of a life insurance policy underwritten by the licensee;
(B)  Aclaimant under an insurance policy issued by the licensee;

(C)  Aninsured or an annuitant under an insurance policy or an annuity
issued by the licensee; or

(D) A mortgagor of a mortgage covered under a mortgage insurance
policy.

(v) Provided the licensee provides the initial, annual, and revised notices to the
plan sponsor, group, or blanket insurance policyholder, group annuity contract holder, or workers’
compensation policyholder, and the licensee does not disclose to a nonaffiliated third party
nonpublic personal financial information about an individual other than as permitted under this
regulation, an individual is not the consumer of the licensee solely because he or she is:

(A) A participant or a beneficiary of an employee benefit plan the
licensee administers or sponsors or for which the licensee acts as a trustee, insurer, or fiduciary;

(B)  Covered under a group or blanket insurance policy or group annuity
contract issued by the licensee; or

(C)  Aclaimant covered by a workers’ compensation plan.

(vi)  The individuals described in the above subparagraph (v)(A) through (C) are
consumers of a licensee if the licensee does not meet all the conditions of subparagraph (v).

(vii)  Inno event shall the individuals, solely by virtue of the status described in
subparagraph (v)(A) through (C) be deemed customers for purposes of this regulation.

(viii)  An individual is not a licensee’s consumer solely because he or she is a
beneficiary or named trustee for a trust.

()] “Consumer reporting agency” has the same meaning as in Section 603(f) of the
federal Fair Credit Reporting Act (15 U.S.C. 1681a(f)).

(90  “Control” means:
(i) Ownership, control, or power to vote twenty-five percent (25%) or more of

the outstanding shares of any class of voting security of the company, directly or indirectly, or
acting through one or more other persons;
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(i) Control in any manner over the election of a majority of the directors,
trustees, or general partners (or individuals exercising similar functions) of the company; or

(i)  The power to exercise, directly or indirectly, a controlling influence over
the management or policies of the company, as determined by the Commissioner.

(h) “Customer” means a consumer who has a customer relationship with a licensee.

() “Customer information” means nonpublic personal information, whether in paper,
electronic, or other form, maintained by or on behalf of the licensee.

() “Customer information systems” means the electronic or physical methods used to
access, collect, store, use, transmit, protect, or dispose of customer information.

(k) “Customer relationship” means a continuing relationship between a consumer and
a licensee under which the licensee provides one or more insurance products or services to the
consumer to be used primarily for personal, family, or household purposes.

(1 A consumer has a continuing relationship with a licensee if the
consumer:

(A) Is a current policyholder of an insurance product issued by or
through the licensee; or

(B)  Obtains financial, investment, or economic advisory services
relating to an insurance product or service from the licensee for afee.

(i) A consumer does not have a continuing relationship with a licensee if the
consumer:

(A)  Applies for insurance but does not purchase the insurance;

(B)  Purchases airline travel insurance from the licensee in an isolated
transaction;

(C)  Is no longer a current policyholder of an insurance product or no
longer obtains insurance services with or through the licensee;

(D)  Isabeneficiary or claimant under a policy and has submitted a claim
under a policy choosing a settlement option involving an ongoing relationship with the licensee;

(E) Is a beneficiary or a claimant under a policy and has submitted a
claim under that policy choosing a lump sum settlement option;

(F) Had a policy that is lapsed, expired, or otherwise inactive or dormant
under the licensee’s business practices, and the licensee has not communicated with the customer
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for a period of twelve (12) consecutive months, other than providing annual privacy notices,
material required by law or regulation, communication at the direction of a state or federal
authority, or promotional materials;

(G) Isaninsured or an annuitant under an insurance policy or annuity
but is not the policyholder or owner of the insurance policy or annuity; or

(H)  The individual’s last known address according to the licensee’s
records is deemed invalid.

() “Financial institution” means any institution whose business is engaging in
activities that are financial in nature or incidental to such financial activities as described in Section
4(k) of the Bank Holding Company Act of 1956 (12 U.S.C. 1843(k)) or as otherwise defined by
Wyoming Statute.

Q) Financial institution does not include:

(A)  Any person or entity with respect to any financial activity that is
subject to the jurisdiction of the Commaodity Futures Trading Commission under the Commodity
Exchange Act (7 U.S.C. 1 et seq.);

(B) The Federal Agricultural Mortgage Corporation or any entity
charged and operating under the Farm Credit Act of 1971 (12 U.S.C. 2001 et seq.); or

(C) Institutions chartered by Congress specifically to engage in
securitizations, secondary market sales (including sales of servicing rights), or similar transactions
related to a consumer transaction as long as the institutions do not sell or transfer nonpublic
personal information to a nonaffiliated third party.

(m)  “Financial product or service” means a product or service a financial holding
company could offer by engaging in an activity that is financial in nature or incidental to such a
financial activity under Section 4(k) of the Bank Holding Company Act of 1956 (12 U.S.C.
1843(k)).

() Financial service includes a financial institution’s evaluation or brokerage
of information that the financial institution collects in connection with a request or an application
from a consumer for a financial product or service.

(n) “Health care” means:

() Preventive, diagnostic, therapeutic, rehabilitative, maintenance, or
palliative care, services, procedures, tests, or counseling that:

(A)  Relates to the physical, mental, or behavioral condition of an
individual; or
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(B)  Affects the structure or function of the human body or any part of
the human body, including the banking of blood, sperm, organs, or any other tissue; or

(C)  Prescribing, dispensing, or furnishing to an individual drugs or
biologicals, or medical devices, health care equipment, and supplies.

(o) “Health care provider” means a physician or other health care practitioner licensed,
accredited, or certified to perform specified health services consistent with state law, or a health
care facility.

(p) “Health information” means any information or data except age or gender, whether
oral or recorded in any form or medium, created by or derived from a health care provider or the
consumer relating to:

() The past, present, or future physical, mental, or behavioral health or
condition of an individual;

(i) The provision of health care to an individual; or
(i)  Payment for the provision of health care to an individual.

(@) “Insurance product or service” means any product or service offered by a licensee
pursuant to the Wyoming Insurance Code.

() Insurance service includes a licensee’s evaluation, brokerage, or
distribution of information the licensee collects in connection with a request or an application from
a consumer for an insurance product or service.

(9] “Licensee” means all licensed insurers, producers, and other persons licensed or
required to be licensed, pursuant to the Wyoming Insurance Code, except that “licensee” shall
not include: a purchasing group; or an unauthorized insurer regarding surplus line business
conducted pursuant to W.S. § 26-11-101 et seq.

0] A licensee is not subject to the notice and opt-out requirements for
nonpublic personal financial information set forth in Articles I, 11, I11, 1V, and VII if the licensee
is an employee, agent, or other representative of another licensee (the principal) and:

(A)  The principal otherwise complies with and provides the notices
required by this regulation; and

(B)  The licensee does not disclose any nonpublic personal information
to any person other than the principal or its affiliates in a manner permitted by this regulation.

(i) Subject to Subparagraph (B), “licensee” shall also include an unauthorized

insurer that accepts business placed through a licensed surplus lines broker in Wyoming, but only
regarding the surplus line placements placed pursuant to the Wyoming Insurance Code
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(iii) A surplus lines broker or insurer shall be deemed in compliance with the
notice and opt-out requirements for nonpublic personal financial information set forth in Articles
I, I, 111, 1V, and VI provided:

(A)  The broker or insurer does not disclose nonpublic personal
information of a consumer or a customer to nonaffiliated third parties for any purpose, including
joint servicing or marketing under Section 14 of this regulation, except as permitted by Section 15
or 16 of this regulation; and

(B)  The broker or insurer delivers a notice to the consumer at the time a
customer relationship is established on which the following is printed in 16-point type:

PRIVACY NOTICE

“Neither the U.S. brokers that handled this insurance nor the insurers underwriting this
insurance will disclose nonpublic personal information concerning the buyer to non-affiliates of
the brokers or insurers except as permitted by law.”

(s) “Nonaffiliated third party” means any person except a licensee’s affiliate or a
person employed jointly by a licensee and any company that is not the licensee’s affiliate (but
nonaffiliated third party includes the other company that jointly employs the person).

Q) Nonaffiliated third party includes any company affiliated solely by virtue of
the direct or indirect ownership or control of the company by the licensee or its affiliate in
conducting merchant banking or investment banking activities of the type described in Section
4(K)(4)(H) or insurance company investment activities of the type described in Section 4(k)(4)(1)
of the federal Bank Holding Company Act (12 U.S.C. 1843(k)(4)(H) and (1)) or as otherwise
defined by Wyoming Statute.

(® “Nonpublic personal information” includes nonpublic personal financial
information and nonpublic personal health information.

(u) “Nonpublic personal financial information” means personally identifiable
financial information and any list, description, or other grouping of consumers (and publicly
available information pertaining to them) derived using any personally identifiable financial
information that is not publicly available.

0] Nonpublic personal financial information includes any list of individuals’
names and street addresses derived in whole or in part using personally identifiable financial
information that is not publicly available, such as account numbers.

(i) Nonpublic personal financial information does not include:

(A)  Health information;

(B)  Publicly available information, except as included on a list described
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in subsection (3)(t) above; or

(C)  Any list, description or other grouping of consumers (and publicly
available information pertaining to them) derived without using any personally identifiable
financial information that is not publicly available.

(D)  Any list of individuals’ names and addresses that contains only
publicly available information, is not derived in whole or in part using personally identifiable
financial information that is not publicly available, and is not disclosed in a manner indicating that
any of the individuals on the list is a consumer of a financial institution.

(v) “Nonpublic personal health information” means health information:
() That identifies an individual who is the subject of the information; or

(i) With respect to which there is a reasonable basis to believe the information
could be used to identify an individual.

(w) “Personally identifiable financial information” means any information:

(M A consumer provides to a licensee to obtain an insurance product or service
from the licensee;

(i) About a consumer resulting from a transaction involving an insurance
product or service between a licensee and a consumer; or

(iii)  The licensee otherwise obtains about a consumer in connection with
providing an insurance product or service to that consumer.

(A)  Personally identifiable financial information includes:

()] Information a consumer provides to a licensee on an
application to obtain an insurance product or service;

(1) Account balance information and payment history;

(1) The fact an individual is or has been one of the licensee’s
customers or has obtained an insurance product or service from the licensee;

(IV)  Any information about the licensee’s consumer if disclosed
in a manner indicating that the individual is or has been the licensee’s consumer;

V) Any information a consumer provides to a licensee or that
the licensee or its agent otherwise obtains in connection with collecting on a loan or servicing a
loan;

(VI) Any information the licensee collects through an Internet
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cookie (an information-collecting device from a web server); and
(V1) Information from a consumer report.
(B)  Personally identifiable financial information does not include:
()] Health information;

(1) Alist of names and addresses of customers of an entity that
is not a financial institution; and

(1) Information that does not identify a consumer, such as
aggregate information or blind data not containing personal identifiers such as account numbers,
names or addresses.

x) “Publicly available information” means any information a licensee has a reasonable
basis to believe is lawfully made available to the general public from:

() Federal, state, or local government records;
(i)  Widely distributed media; or
(iii)  Disclosures to the general public required by federal, state, or local law.

(A)  Alicensee has a reasonable basis to believe information is lawfully
made available to the general public if the licensee has taken steps to determine:

()] That the information is of the type available to the general
public; and

(1) Whether an individual can direct that the information not be
made available to the general public and, if so, that the licensee’s consumer has not done so.

(iv) “Publicly available information” includes:

(A)  Information in government records including real estate records and
security interest filings.

(B)  Information from widely distributed media such as a telephone
book, a television or radio program, newspaper, or a website that is available to the general public
on an unrestricted basis. A web site is not restricted merely because an Internet service provider
or a site operator requires a fee or a password, if available to the general public.

(C) Information a licensee has a reasonable basis to believe is lawfully
made available.
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()] Mortgage information is lawfully made available to the
general public if the licensee has determined the information is of the type included on the public
record in the jurisdiction where the mortgage would be recorded.

(1) An individual’s telephone number is lawfully made
available to the general public if the licensee has located the telephone number in the telephone
book or the consumer has informed licensee that the telephone number is not unlisted.

ARTICLE II. PRIVACY AND OPT-OUT NOTICES
FOR FINANCIAL INFORMATION

Section 4. Initial Privacy Notice to Consumers Required.

@ A licensee shall provide a clear and conspicuous notice that accurately reflects its
privacy policies and practices to:

Q) An individual who becomes the licensee’s customer, not later than when the
licensee establishes a customer relationship except as provided in Section 4(e) of this section; and

(i) Aconsumer, before the licensee discloses any nonpublic personal financial
information to any nonaffiliated third party, if the licensee makes a disclosure other than as
authorized by Sections 15 and 16.

(b) A licensee is not required to provide an initial notice to a consumer under Section
4(a)(ii) of this section if:

() The licensee does not disclose any nonpublic personal financial information
about the consumer to any nonaffiliated third party, other than as authorized by Sections 15 and
16, and the licensee does not have a customer relationship with the consumer; or

(i) A notice has been provided by an affiliated licensee, as long as the notice
clearly identifies all licensees to whom the notice applies and is accurate with respect to the
licensee and the other institutions.

(©) When the licensee establishes a customer relationship.

Q) A licensee establishes a customer relationship at the time the licensee and
the consumer enter into a continuing relationship; or when

(A)  The insurer delivers an insurance policy or contract to the consumer
which was obtained through the licensee; or

(B)  The consumer agrees to obtain financial, economic, or investment
advisory services relating to insurance products or services for a fee from the licensee.

(d) When an existing customer obtains a new insurance product or service to be used
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primarily for personal, family, or household purposes, the licensee satisfies the initial notice
requirements of Section 4(a) if the licensee:

Q) Provides a revised policy notice, under Section 8 covering the customer’s
new insurance product or service; or

(i) Recently provided initial, revised, or annual notice to the customer that was
accurate with respect to the new insurance product or service.

(e) Exceptions to allow subsequent delivery of notice.

Q) A licensee may provide the initial notice required by Section 4(a) within a
reasonable time after the licensee establishes a customer relationship if:

(A)  Establishing the customer relationship is not at the customer’s
election; or

(B)  Providing notice not later than when the licensee establishes a
customer relationship would substantially delay the customer’s transaction and the customer
agrees to receive the notice at a later time.

(i) Exceptions include:

(A) Ifalicensee acquires or is assigned a customer’s policy from another
financial institution or residual market mechanism and the customer does not have a choice about
the licensee’s acquisition or assignment.

(B)  -Providing notice would substantially delay the customer’s
transaction when the licensee and the individual agree over the telephone to enter into a customer
relationship involving prompt delivery of the insurance product or service.

(C)  -Providing notice would not substantially delay the customer’s
transaction when the relationship is initiated in person at the licensee’s office or through other
means by which the customer may view the notice, such as on a web site.

()] When a licensee is required to deliver an initial privacy notice, the licensee shall
deliver it according to Section 10. If the licensee uses a short-form initial notice for non-customers
according to Section 6(c), the licensee may deliver its privacy notice according to Section 6(c)(iii).

Section 5. Annual Privacy Notice to Customers Required.

@ Except as indicated below, a licensee shall provide a clear and conspicuous notice
to customers that accurately reflects its privacy policies and practices not less than annually during
the continuation of the customer relationship. A licensee may define the twelve-consecutive-month
period, but the licensee shall apply it to the customer on a consistent basis.

() A licensee provides an annual notice if it provides notice in each calendar
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year following the year in which the licensee provided the initial notice.
(b) A licensee is not required to provide an annual notice if:

(1 The licensee only provides nonpublic personal information about its
customers to nonaffiliated third parties that require the information to perform specific services
and functions on behalf of the financial institution, and the third party is contractually required to
maintain the confidentiality of the customer information; and

(i) The licensee has not changed its privacy policies and practices regarding
disclosure to nonaffiliated third parties in a manner requiring it to offer an opt-out right to its
customers since the last distribution of privacy notices.

(c) Alicensee is not required to provide annual notice to a former customer.
(d) A licensee no longer has a continuing relationship with an individual if:

0] The individual no longer holds a current policy or no longer uses insurance
services with or through the licensee.

(i)  The individual’s policy is lapsed, expired, or otherwise inactive and the
licensee has not communicated with the customer about the relationship for a period of twelve (12)
consecutive months, other than to provide material required by law.

(iii) ~ The individual’s last known address is deemed invalid or undeliverable and
subsequent attempts by the licensee to obtain a current valid address for the individual have been
unsuccessful.

(iv)  In the case of providing real estate settlement services, at the time the
customer completes execution of all documents related to the real estate closing, payment for those
services has been received, or the licensee has completed all of its responsibilities with respect to
the settlement, including filing documents on the public record, whichever is later.

(e) When a licensee is required by this section to deliver an annual privacy notice, the
licensee shall deliver it according to Section 10.

Section 6. Information to be Included in Privacy Notices.

@ The initial, annual, and revised privacy notices that a licensee provides under
Sections 4, 5, and 8 shall include each of the following items of information, in addition to any
other information the licensee wishes to provide, that applies to the licensee and to the
consumers to whom the licensee sends its privacy notice:

Q) The categories of nonpublic personal financial information the licensee
collects;
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(i)  The categories of nonpublic personal financial information the licensee
discloses;

(iii)  The categories of affiliates and nonaffiliated third parties to whom the
licensee discloses nonpublic personal financial information, other than those parties to whom the
licensee discloses information under Sections 15 and 16;

(iv)  The categories of nonpublic personal financial information about the
licensee’s former customers the licensee discloses and the categories of affiliates and nonaffiliated
third parties to whom the licensee discloses nonpublic personal financial information about the
licensee’s former customers, other than those parties to whom the licensee discloses information
under Sections 15 and 16;

(v) If a licensee discloses nonpublic personal financial information to a
nonaffiliated third party under Section 15 (and no other exception in Sections 15 and 16 applies to
that disclosure), a separate description of the categories of information the licensee discloses and
the categories of third parties with whom the licensee has contracted,

(vi)  An explanation of the consumer’s right under Section 11(a) to opt-out of
the disclosure of nonpublic personal financial information to nonaffiliated third parties, including
the methods by which the consumer may exercise that right at that time;

(vii)  Any disclosures the licensee makes under Section 603(d)(2)(A)(iii) of the
federal Fair Credit Reporting Act (15 U.S.C. 1681a(d)(2)(A)(iii)) (that is, notices regarding the
ability to opt-out of disclosures of information among affiliates);

(viii) The licensee’s policies and practices with respect to protecting the
confidentiality and security of nonpublic personal information; and

(ix)  Anydisclosure the licensee makes under Subsection (b) of this section.

(b) If a licensee discloses nonpublic personal financial information as authorized
under Sections 15 and 16, the licensee is not required to list those exceptions in the initial or
annual privacy notices required by Sections 4 and 5. When describing the categories of parties
to whom disclosure is made, the licensee is required to state only that it makes disclosures to
other affiliated or nonaffiliated third parties, as applicable, as permitted by law.

(¢)  Short-form initial notice with opt-out notice for non-customers.

() A licensee may satisfy the initial notice requirements in Sections 4(a)(ii)
and 7 for a consumer who is not a customer by providing a short-form initial notice at the same
time the licensee delivers an opt-out notice as required in Section 7.

(i) Ashort-form initial notice shall:

(A)  Be clear and conspicuous;
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(B)  State that the licensee’s privacy notice is available upon request; and

(C)  Explain a reasonable means by which the consumer may obtain that
notice.

(iti)  The licensee shall deliver its short-form initial notice according to Section
9. The licensee is not required to deliver its privacy notice with its short-form initial notice, but
may simply provide to the consumer a reasonable means to obtain its privacy notice. If a consumer
who receives the licensee’s short-form notice requests the licensee’s privacy notice, the licensee
shall deliver its privacy notice according to Section 10.

(iv)  The licensee provides a reasonable means for a consumer to obtain a copy
of its privacy notice if the licensee:

(A)  Provides a toll-free telephone number the consumer may call to
request the notice; or

(B)  Maintains copies of the notice on hand that the licensee provides to
consumers immediately upon request.

(d) The licensee’s notice for future disclosures may include:

Q) Categories of nonpublic personal financial information the licensee reserves
the right to disclose in the future, but does not currently disclose; and

(i) Categories of affiliated or nonaffiliated third parties to whom the licensee
reserves the future right to disclose, but to whom the licensee does not currently disclose,
nonpublic personal financial information.

(e) Sample clauses illustrating some of the notice content required by this section are
included in Appendix A, located on the Department of Insurance website at: DOIl.wyo.gov.

Section 7. Form of Opt-Out Notice to Consumers and Opt-Out Methods.
@ If a licensee is required to provide an opt-out notice under Section 11(a), it shall
provide a clear and conspicuous notice to each of its consumers accurately explaining the right to

opt-out under that section and stating:

Q) That the licensee discloses or reserves the right to disclose nonpublic
personal financial information about its consumer to a nonaffiliated third party;

(i) That the consumer has the right to opt-out of that disclosure; and
(ii)  Areasonable means by which the consumer may exercise the opt-out right.

(b) A licensee provides adequate opt-out notice to a nonaffiliated third party if the

54-14



licensee:

() Identifies all categories of nonpublic personal financial information it
discloses or reserves the right to disclose, and all categories of nonaffiliated third parties to which
the licensee discloses the information, as described in Section 6(a)(ii) and (iii), and states that the
consumer can opt-out of the disclosure of that information; and

(i) Identifies the insurance products or services the consumer obtains from the
licensee, either singly or jointly, to which the opt-out direction would apply.

(iii))  A'licensee provides a reasonable means to exercise an opt-out right if it:

(A)  Designates check-off boxes in a prominent position on the relevant
forms with the opt-out notice;

(B)  Includes a reply form together with the opt-out notice;

(C)  Provides an electronic means to opt-out, such as a form that can be
sent via electronic mail, or a process at the licensee’s website, if the consumer agrees to the
electronic delivery of information; or

(D)  Provides a toll-free telephone number consumers may call to opt-
out.

(©) A licensee does not provide a reasonable means of opting-out if:

() The only means of opting-out is for the consumer to write his or her own
letter exercising the opt-out right; or

(i) The only means of opting-out as described in any notice subsequent to the
initial notice is to use a check-off box the licensee provided with the initial notice but did not
include with the subsequent notice.

(d) A licensee may require each consumer to opt-out through a specific means, as long
as that means is reasonable for that consumer.

(e) A licensee may provide the opt-out notice together with or on the same written or
electronic form as the initial notice the licensee provides in accordance with Section 4.

()] If a licensee provides the opt-out notice later than required for the initial notice in
accordance with Section 4, the licensee shall also include a copy of the initial notice with the opt-
out notice in writing or, if the consumer agrees, electronically.

(9) If two (2) or more consumers jointly obtain an insurance product or service from a

licensee, the licensee may provide a single opt-out notice that explains how the licensee will treat
an opt-out direction by a joint consumer.

54-15



() Any of the joint consumers may exercise the right to opt-out. The licensee
may either:

(A)  Treat an opt-out direction by a joint consumer as applying to all of
the associated joint consumers; or

(B)  Permit each joint consumer to opt-out separately.

(i) If a licensee permits each joint consumer to opt-out separately, the licensee
shall permit one of the joint consumers to opt-out on behalf of all of the jointconsumers.

(i) Alicensee may not require all joint consumers to opt-out before it
implements any opt-out direction.

(h) A licensee shall comply with a consumer’s opt-out direction as soon as reasonably
practicable after the licensee receives it.

Q) A consumer may exercise the right to opt-out at any time.
0) Duration of consumer’s opt-out direction.

Q) A consumer’s direction to opt-out under this section is effective until the
consumer revokes it in writing or, if the consumer agrees, electronically.

(i) When a customer relationship terminates, the customer’s opt-out direction
continues to apply to the nonpublic personal financial information the licensee collected during or
related to that relationship. If the individual subsequently establishes a new customer relationship
with the licensee, the opt-out direction that applied to the former relationship does not apply to the
new relationship.

(9] When a licensee is required to deliver an opt-out notice, the licensee shall deliver
it according to Section 10.

Section 8. Revised Privacy Notices.

@) Except as otherwise authorized in this regulation, a licensee shall not, directly or
through an affiliate, disclose any nonpublic personal financial information about a consumer to a
nonaffiliated third party other than as described in the initial notice that the licensee provided to
that consumer under Section 4, unless:

() The licensee has provided to the consumer a clear and conspicuous revised
notice accurately describing its policies and practices;

(i) The licensee has provided to the consumer a new opt-out notice;

(i)  The licensee has given the consumer a reasonable opportunity before the
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licensee discloses the information to the nonaffiliated third party, to opt-out of the disclosure; and
(iv)  The consumer does not opt-out.

(b) Except as otherwise permitted by Sections 14, 15, and 16 a licensee shall provide a
revised notice before it:

0] Discloses a new category of nonpublic personal financial information to
any nonaffiliated third party;

(i) Discloses nonpublic personal financial information to a new category of
nonaffiliated third party; or

(iii)  Discloses nonpublic personal financial information about a former customer
to a nonaffiliated third party, if that former customer has not had the opportunity to exercise an
opt-out right regarding that disclosure.

(c) A revised notice is not required if the licensee discloses nonpublic personal
financial information to a new nonaffiliated third party the licensee adequately described in its
prior notice.

d) When a licensee is required to deliver a revised privacy notice by this section, the
licensee shall deliver it according to Section 10.

Section 9. Privacy Notices to Group Policyholders. Unless a licensee is providing
privacy notices directly to covered individuals described in Section 3(e)(v)(A), (B), or (C), a
licensee shall provide initial, annual, and revised notices to the plan sponsor, group or blanket
insurance policyholder or group annuity contractholder, or workers’ compensation policyholder,
in the manner described in Sections 4, 5, and 8of this regulation, describing the licensee’s privacy
practices with respect to nonpublic personal information about individuals covered under the
policies, contracts, or plans.

Section 10.  Delivery.
@ A licensee shall provide any notices this regulation requires so that each consumer
can reasonably be expected to receive actual notice in writing or, if the consumer agrees,

electronically.

(b) A licensee may reasonably expect a consumer will receive actual notice if the
licensee:

M Hand-delivers a printed copy of the notice to the consumer;

(i) Mails a printed copy of the notice to the last known address of the consumer
separately, or in a policy, billing, or other written communication;
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(ili)  Posts the notice on the electronic site and requires the consumer to
acknowledge receipt of the notice as a necessary step to obtaining a particular insurance product
or service; or

(iv)  For an isolated transaction with a consumer, such as the licensee providing
an insurance quote or selling the consumer travel insurance, posts the notice and requires the
consumer to acknowledge receipt of the notice as a necessary step to obtaining the particular
insurance product or service.

(c) A licensee may not, however, reasonably expect that a consumer will receive actual
notice of its privacy policies and practices if it:

() Only posts a sign in its office or generally publishes advertisements of its
privacy policies and practices; or

(i) Sends the notice via electronic mail to a consumer who does not obtain an
insurance product or service from the licensee electronically.

(d) A licensee may reasonably expect that a customer will receive actual notice of the
licensee’s annual privacy notice if:

Q) The customer uses the licensee’s website to access insurance products and
services electronically and agrees to receive notices at the website and the licensee posts its current
privacy notice continuously in a clear and conspicuous manner; or

(i)  The customer has requested that the licensee refrain from sending any
information regarding the customer relationship, and the licensee’s current privacy notice remains
available to the customer upon request.

(e) A licensee may not provide any notice required by this regulation solely by orally
explaining the notice, either in person or over the telephone.

()] Retention or accessibility of notices for customers.
Q) For customers only, a licensee shall provide the initial notice required by
Section 4(a), the annual notice required by Section 5(a), and the revised notice required by Section
8 so that the customer can retain them or obtain them later in writing or, if the customer agrees,
electronically.

(i) A licensee may provide a privacy notice to the customer so the customer
can retain it or obtain it later if the licensee:

(A)  Hand-delivers a printed copy of the notice to the customer;

(B)  Mails a printed copy of the notice to the last known address of the
customer; or
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(C)  Makes its current privacy notice available on a website (or a link to
another website) for the customer who obtains an insurance product or service electronically and
agrees to receive the notice at the website.

(9) A licensee may provide a joint notice from the licensee and one or more of its
affiliates or other financial institutions, as identified in the notice. A licensee also may provide
accurate notice on behalf of another financial institution.

(h) If two (2) or more consumers jointly obtain an insurance product or service from a
licensee, the licensee may satisfy the initial, annual, and revised notice requirements of Sections
4(a), 5(a) and 8(a), respectively, by providing one notice to those consumers jointly.

ARTICLE I1I. LIMITS ON DISCLOSURES OF FINANCIAL INFORMATION

Section 11.  Limits on Disclosure of Nonpublic Personal Financial Information
to Nonaffiliated Third Parties.

@) A licensee may not, directly or through any affiliate, disclose any nonpublic
personal financial information about a consumer to a nonaffiliated third party unless:

Q) The licensee has provided to the consumer an initial notice as required under
Section 4;

(i) The licensee has provided to the consumer an opt-out notice as required in
Section 7;

(iii)  The licensee has given the consumer a reasonable opportunity, before it
discloses the information to the nonaffiliated third party, to opt-out of the disclosure; and

(iv)  The consumer does not opt-out.

(b) Opt-out means a direction by the consumer that the licensee not disclose nonpublic
personal financial information about that consumer to a nonaffiliated third party, other than as
permitted by Sections 14, 15, and 16.

(©) A licensee provides a consumer with a reasonable opportunity to opt-out if:

() The licensee mails the required notices to the consumer and allows the
consumer to opt-out by mailing a form, calling a toll-free telephone number, or any other
reasonable means within thirty (30) days from the date the licensee mailed the notices.

(i) A customer opens an on-line account with a licensee and agrees to receive
the required notices electronically, and the licensee allows the customer to opt-out by any
reasonable means within thirty (30) days after the date the customer acknowledges receipt of the
notices in conjunction with opening the account.
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(iii)  For an isolated transaction such as providing the consumer with an
insurance quote, a licensee provides the consumer with a reasonable opportunity to opt-out if the
licensee provides the required notices at the time of the transaction and requests that the consumer
decide, as a necessary part of the transaction, whether to opt-out before completing the transaction.

(d) A licensee shall comply with this section, regardless of whether the licensee and
the consumer have established a customer relationship.

(v) Unless a licensee complies with this section, the licensee may not, directly
or through any affiliate, disclose any nonpublic personal financial information about a consumer
the licensee has collected, regardless of whether the licensee collected it before or after receiving
the direction to opt-out from the consumer.

(e) A licensee may allow a consumer to select certain nonpublic personal financial
information or certain nonaffiliated third parties to which the consumer wishes to opt-out.

Section 12.  Limits on Re-Disclosure and Reuse of Nonpublic Personal Financial
Information.

@ If a licensee receives nonpublic personal financial information from a nonaffiliated
financial institution under an exception in this regulation, the licensee’s disclosure and use of that
information is limited as follows. The licensee may disclose:

Q) Information to affiliates of the financial institution from which the licensee
received the information;

(i) Information to its affiliates, but the licensee’s affiliates may, in turn,
disclose and use the information only to the extent that the licensee may disclose and use the
information; and

(iii)  Information pursuant to an exception in this regulation, in the ordinary
course of business to carry out the activity covered by the exception under which the licensee
received the information.

(b) If a licensee receives information from a nonaffiliated financial institution for
claims settlement purposes, the licensee may disclose the information for fraud prevention, or in
response to a properly authorized subpoena. The licensee may not disclose that information to a
third party for marketing purposes or use that information for its own marketing purposes.

(c) If a licensee receives nonpublic personal financial information from a nonaffiliated
financial institution other than under an exception in this regulation, the licensee may disclose the
information only:

Q) To affiliates of the financial institution from which the licensee received the
information;
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(i)  Toitsaffiliates, but its affiliates may, in turn, disclose the information only
to the extent that the licensee may disclose the information; and

(ili)  To any other person, if the disclosure would be lawful if made directly to
that person by the financial institution from which the licensee received the information.

(d) If a licensee obtains a customer list from a nonaffiliated financial institution outside
of the exceptions in this regulation:

() The licensee may use that list for its own purposes; and

(i) The licensee may disclose that list to another nonaffiliated third party only
if the financial institution from which the licensee purchased the list could have lawfully disclosed
the list to that third party. That is, the licensee may disclose the list in accordance with the privacy
policy of the financial institution from which the licensee received the list, as limited by the opt-
out direction of each consumer whose nonpublic personal financial information the licensee
intends to disclose, and the licensee may disclose the list in accordance with an exception in this
regulation, such as to the licensee’s attorneys or accountants.

(iii)  If a licensee discloses nonpublic personal financial information to a
nonaffiliated third party under an exception, the third party may disclose and use that
information only as follows. The third party may disclose the information:

(A)  To thelicensee’s affiliates;

(B)  To its affiliates, but its affiliates may, in turn, disclose and use the
information only to the extent that the third party may disclose and use the information; and

(C)  Inthe ordinary course of business to carry out the activity covered
by the exception under which it received the information.

(iv) If a licensee discloses nonpublic personal financial information to a
nonaffiliated third party other than under an exception in this regulation, the third party may
disclose the information only:

(A)  Tothe licensee’s affiliates;

(B)  To the third party's affiliates, but the third party's affiliates may
disclose the information only to the extent the third party can disclose the information; and

(C)  Toany other person, if the disclosure would be lawful if the licensee
made it directly to that person.
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Section 13.  Limits on Sharing Account Number Information for Marketing
Purposes.

@) A licensee shall not, directly or through an affiliate, disclose, other than to a
consumer reporting agency, a policy number or similar form of access number or access code for
a consumer’s policy or transaction account to any nonaffiliated third party for use in telemarketing,
direct mail marketing, or other marketing through electronic mail to the consumer.

(b) Section 13(a) does not apply if a licensee discloses a policy number or similar form
of access number or access code:

0] To the licensee’s service provider solely to perform marketing for the
licensee’s own products or services, as long as the service provider is not authorized to directly
initiate charges to the account;

(i)  To a licensee who is a producer solely to perform marketing for the
licensee’s own products or services; or

(ili)  To a participant in an affinity or similar program where the participants in
the program are identified to the customer when the customer enters into the program.

(c) Policy number or transaction account.

0] A policy number, or similar form of access number or access code, does not
include a number or code in an encrypted form, as long as the licensee does not provide the
recipient with a means to decode the number or code.

(i) For purposes of this section, a policy or transaction account is an account
other than a deposit account or a credit card account. A policy or transaction account does not
include an account to which third parties cannot initiate charges.

ARTICLE IV. EXCEPTIONS TO LIMITS ON
DISCLOSURES OF FINANCIAL INFORMATION

Section 14.  Exception to Opt-Out Requirements for Disclosure of Nonpublic
Personal Financial Information for Service Providers and Joint Marketing.

@) The opt-out requirements in Sections 7 and 11 do not apply when a licensee
provides nonpublic personal financial information to a nonaffiliated third party to perform services
for the licensee or functions on the licensee’s behalf, if the licensee:

Q) Provides the initial notice in accordance with Section 4; and
(i) Enters into a contractual agreement with the third party prohibiting the third

party from disclosing or using the information other than to carry out the purposes for which the
licensee disclosed the information, including use under an exception in the ordinary course of
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business to carry out those purposes.

(b) If a licensee discloses nonpublic personal financial information under this section
to a financial institution with which the licensee performs joint marketing, the licensee’s
contractual agreement with that institution meets the requirements of Section 14(a)(ii) if it
prohibits the institution from disclosing or using the nonpublic personal financial information
except as necessary to carry out the joint marketing or under an exception in the ordinary course
of business to carry out that joint marketing.

(©) The services a nonaffiliated third party performs for a licensee under Section 14(a)
may include marketing the licensee’s own products or services or marketing financial products or
services offered pursuant to joint agreements between the licensee and one or more financial
institutions.

(d) “Joint agreement” means a written contract pursuant to which a licensee and one or
more financial institutions jointly offer, endorse, or sponsor a financial product or service.

Section 15. Exceptions to Notice and Opt-Out Requirements for Disclosure of
Nonpublic Personal Financial Information for Processing and Servicing Transactions.

@ The requirements for initial notice in Section 4(a), the opt-out in Sections 7 and 11,
and service providers and joint marketing in Section 14 do not apply if the licensee discloses
nonpublic personal financial information as necessary to effect, administer, or enforce a
transaction a consumer requests or authorizes, or in connection with:

Q) Servicing or processing an insurance product or service a consumer requests
or authorizes;

(i) Maintaining or servicing the consumer’s account with a licensee, or with
another entity as part of a private label credit card program or other extension of credit on behalf
of such entity;

(iii) A proposed or actual securitization, secondary market sale (including sales
of servicing rights), or similar transaction related to a transaction of the consumer; or

(iv)  Reinsurance, stop loss, or excess loss insurance.
(b) “Necessary to effect, administer, or enforce a transaction” means the disclosure is:
Q) Required, or is one of the lawful or appropriate methods, to enforce the
licensee’s rights or the rights of other persons engaged in carrying out the financial transaction or
providing the product or service; or

(i) Required or is a usual, appropriate, or acceptable method:

(A)  To carry out the transaction or the product or service business of
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which the transaction is a part, and record, service, or maintain the consumer’s account in the
ordinary course of providing the insurance product or service;

(B)  Toadminister or service benefits or claims relating to the transaction
or the product or service business of which it is a part;

(C) To provide a confirmation, statement, or other record of the
transaction, or information on the status or value of the insurance product or service to the
consumer or the consumer’s agent or broker;

(D)  Toaccrue or recognize incentives or bonuses provided by a licensee
or any other party associated with the transaction;

(E)  To underwrite insurance at the consumer’s request or for any of the
following purposes as they relate to a consumer’s insurance: account administration, reporting,
investigating or preventing fraud or material misrepresentation, processing premium payments,
processing insurance claims, administering insurance benefits (including utilization review
activities), participating in research projects, or as otherwise required or specifically permitted by
federal or state law; or

(iii) In connection with:
(A)  The authorization, settlement, billing, processing, clearing,
transferring, reconciling, or collection of amounts charged, debited, or otherwise paid using a
debit, credit, or other payment card, check or account number, or by other payment means;
(B)  The transfer of receivables, accounts, or interests therein; or

(C)  The audit of debit, credit, or other payment information.

Section 16.  Other Exceptions to Notice and Opt-Out Requirements for Disclosure
of Nonpublic Personal Financial Information.

@) The requirements for initial notice to consumers in Section 4(a), the opt-out in
Sections 7 and 11, and service providers and joint marketing in Section 14 do not apply when a
licensee discloses nonpublic personal financial information:

Q) With the consent or at the direction of the consumer, provided the consumer
has not revoked the consent or direction:

(A) To protect the confidentiality or security of a licensee’s records
pertaining to the consumer, service, product, or transaction;

(B) To protect against or prevent actual or potential fraud or
unauthorized transactions;
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(C)  For required institutional risk control or for resolving consumer
disputes or inquiries;

(D) To persons holding a legal or beneficial interest relating to the
consumer; or

(E)  To persons acting in a fiduciary or representative capacity on behalf
of the consumer.

(i) To provide information to insurance rate advisory organizations, guaranty
funds or agencies, agencies rating a licensee, persons assessing the licensee’s compliance with
industry standards, and the licensee’s attorneys, accountants, and auditors;

(iii)  To the extent specifically permitted or required under other provisions of
law and in accordance with the federal Right to Financial Privacy Act of 1978 (12 U.S.C. 3401 et
seq.), to law enforcement agencies (including the Federal Reserve Board, Office of the
Comptroller of the Currency, Federal Deposit Insurance Corporation, National Credit Union
Administration, the Securities and Exchange Commission, the Secretary of the Treasury, with
respect to 31 U.S.C. Chapter 53, Subchapter Il (Records and Reports on Monetary Instruments
and Transactions) and 12 U.S.C. Chapter 21 (Financial Recordkeeping), a state insurance
authority, and the Federal Trade Commission), self-regulatory organizations, or for an
investigation on a matter related to public safety;

(iv)  To aconsumer reporting agency in accordance with the federal Fair Credit
Reporting Act (15 U.S.C. 1681 et seq.);

(V) From a consumer report reported by a consumer reporting agency;
(vi)  In connection with a proposed or actual sale, merger, transfer, or exchange
of all or a portion of a business or operating unit if the disclosure of nonpublic personal financial

information concerns solely consumers of the business or unit;

(A)  To comply with federal, state, or local laws, rules, and other
applicable legal requirements;

(B)  Tocomply with a properly authorized civil, criminal, or regulatory
investigation, subpoena, or summons by federal, state, or local authorities; or

(C) To respond to judicial process or government regulatory
authorities with jurisdiction over a licensee for examination, compliance, or other purposes as
authorized by law; or

(vii)  For purposes related to replacing a group benefit plan, group health plan,
group welfare plan, or workers’ compensation plan.

(b) A consumer may revoke consent by subsequently exercising the right to opt-out of
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future disclosures of nonpublic personal information as permitted under Section 7.
ARTICLE V. RULES FOR HEALTH INFORMATION

Section 17. When Authorization Required for Disclosure of Nonpublic Personal
Health Information.

@) A licensee shall not disclose nonpublic personal health information about a
consumer or customer unless an authorization is obtained from the consumer or customer whose
nonpublic personal health information is sought to be disclosed.

(b) Nothing in this section shall prohibit, restrict, or require an authorization for the
disclosure of nonpublic personal health information by a licensee for performance of insurance
functions by or on behalf of the licensee and in accordance with federal privacy laws. Additional
insurance functions may be added with approval of the Commissioner to the extent they are
necessary for appropriate performance of insurance functions and are fair and reasonable to the
interest of consumers.

Section 18.  Authorizations.

@ A valid authorization to disclose nonpublic personal health information pursuant to
this Article V shall be in written or electronic form and shall contain all of the following:

Q) The identity of the consumer or customer who is the subject of the nonpublic
personal health information; and

(i) A general description of the types of nonpublic personal health information
to be disclosed.

(b) Requirements.
0] The signature of the consumer or customer who is the subject of the
nonpublic personal health information, or the individual legally empowered to grant authority, and

the date signed; and

(i) Notice of the length of time the authorization is valid, that the consumer or
customer may revoke the authorization at any time, and the procedure for making a revocation.

(¢)  An authorization for purposes of Article V shall specify a length of time the
authorization shall remain valid, which in no event shall be for more than twenty-four (24) months.

(d) A consumer or customer who is the subject of nonpublic personal health
information may revoke an authorization provided pursuant to Article V at any time, subject to the
rights of an individual who acted in reliance on the authorization prior to notice of the revocation.

(e A licensee shall retain the authorization or a copy thereof in the record of the
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individual who is the subject of nonpublic personal health information.

Section 19.  Authorization Request Delivery. A request for authorization and an
authorization form may be delivered to a consumer or a customer as part of an opt-out notice
pursuant to Section 10, provided the request and authorization form are clear and conspicuous. An
authorization form is not required to be delivered to the consumer or customer or included in any
other notices unless the licensee intends to disclose protected health information pursuant to
Section 17.

ARTICLE VI. SAFEGUARDING CUSTOMER INFORMATION

Section 20.  Information Security Program. Each licensee shall implement a
comprehensive written information security program that includes administrative, technical, and
physical safeguards for protecting customer information. The information security program shall
be appropriate to the size and complexity of the licensee and the nature and scope of its activities.

Section 21.  Objectives of Information Security Program.

@ A licensee’s information security program shall be designed to:

Q) Ensure the security and confidentiality of customer information;

(i) Protect against any anticipated threats or hazards to the security or integrity
of the information; and

(iii)  Protect against unauthorized access to or use of the information that could
result in substantial harm or inconvenience to any customer.

Section 22. Methods of Development and Implementation.
@) In assessing the risk, the licensee:
() Identifies reasonably foreseeable internal or external threats that could
result in unauthorized disclosure, misuse, alteration, or destruction of customer information or

customer information systems;

(i) Assesses the likelihood and potential damage of these threats, taking into
consideration the sensitivity of customer information; and

(i)  Assesses the sufficiency of policies, procedures, customer information
systems, and other safeguards in place to control risks.

(b) In managing and controlling the risk, the licensee:

() Designs its information security program to control the identified risks,
commensurate with the sensitivity of the information, as well as the complexity and scope of the
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licensee’s activities;

(i)  Trains staff, as appropriate, to implement the licensee’s information
security program; and

(iii)  Regularly tests or otherwise regularly monitors the key controls, systems,
and procedures of the information security program. The frequency and nature of these tests or
other monitoring practices are determined by the licensee’s risk assessment.

(c) In overseeing the service provider arrangements, the licensee:
Q) Exercises appropriate due diligence in selecting its service providers; and

(i) Requires its service providers to implement appropriate measures designed
to meet the objectives of this regulation, and, where indicated by the licensee’s risk assessment,
takes appropriate steps to confirm its service providers have satisfied these obligations.

(d) In adjusting the program, the licensee:

M Monitors, evaluates, and adjusts, as appropriate, the information security
program in light of any relevant changes in technology, the sensitivity of its customer
information, internal or external threats to information, and the licensee’s own changing business
arrangements, such as mergers and acquisitions, alliances and joint ventures, outsourcing
arrangements, and changes to customer information systems.

Section 23.  Determined Violation. Any violation of this regulation constitutes an
unfair or deceptive trade practice as determined by W.S. § 26-13-101 et seq.

ARTICLE VII. ADDITIONAL PROVISIONS

Section 24.  Protection of Fair Credit Reporting Act. Nothing in this regulation shall
be construed to modify, limit, or supersede the operation of the federal Fair Credit Reporting Act
(15 U.S.C. 1681 et seq.).

Section 25.  Nondiscrimination.

@ A licensee shall not unfairly discriminate against any consumer or customer who
has opted out from the disclosure of his nonpublic personal financial information pursuant to this
regulation.

(b) A licensee shall not unfairly discriminate against a consumer or customer who has
not granted authorization for the disclosure of his nonpublic personal health information pursuant

to this regulation.

Section 26.  Effective Date. This regulation shall be effective upon filing with the
Secretary of State.
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STANDARDS FOR SAFEGUARDING CUSTOMER INFORMATION
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Chapter 54
Privacy of Consumer Financial and Health Information_

and Standards for Safequarding Customer Information

ARTICLE 1l. GENERAL PROVISIONS

Section 1. Authority. This regulation is promulgated pursuant to the-authority-granted
by Wyoming:_ Statutes: 88 26-2-110, and26-2-133, and 26-13-101 et seq.—ef-the \Wyeming
Insurance-Code-

Section 2. Purpese-and-ScopeApplicability.

(ba) Seepe-This regulation applies to:

(i)  Nonpublic personal financial information about individuals who obtain or
are claimants or beneficiaries of products or services primarily for personal, family, or household
purposes-frem-teensees. This regulation does not apply to information about companies or about
individuals who obtain products or services for business, commercial, or agricultural purposes;
and

(i)  All nonpublic personal health information.

(be) Comphiance-A licensee domiciled in this-stateWyoming thatwho is in compliance
with this regulation in a state that has not enacted laws or regulations that-meeting the requirements
of Title V of the Gramm-Leach-Bliley Act (PL 102-106) §-6801through 6827 may nonetheless be
deemed te-beas in compliance with Title V of the Gramm-Leach-Bliley Act in the other state.
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Section 34. Definitions.
Lin thi lation—unless.t : herwise:

@ “Affiliate” means a company that controls, is controlled by, or is under common
control with another company.

(b) ) “Clear and conspicuous” means that-a notice is reasonably understandable
and designed to call attention to the nature and significance of the information #—the
neticecontained therein.

(i) A) Reasenablyunderstandable: A licensee makes its notice reasonably

understandable if it:

A & Presents the information in the notice in clear, concise
sentences, paragraphs, and sections;

(B) H  Uses short explanatory sentences or bullet lists-whenever

possible;

(C) ) Uses definite, concrete, everyday words, and active voice
wheneverpossible;

(D) &S Avoids multiple negatives;

(E) &4 Avoids legal and highly technical business terminology
whenever possible; and

(F) &4 Avoids explanations that are imprecise and readily subject

to different interpretations.

(i) (B) Desighedto-callattention: A licensee shall designs its notice to call
attention to the nature and significance of the information--it--the-licenseeby using:

A & Uses—a—pPlain-language headings to call attention to the
notice;

(B) &H  UsesatTypeface,-and type size, style, and graphic devices
that are distinctive and easy to read;

(C) ¢ ProvideswWide margins and ample line spacing;_and

(D) PAAH—UsesbBoldface or italics for key words.;-and
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(iii) €&}  Notices on web sites—H-a-tHeenseeprovides-a-notice-on-a-web-page;

the-licensee-desighs-its-hotice-to shall call attention to the nature and significance of the information
n-tif-the-licensee-uses by using text or visual cues to encourage scrolling down the page-f

necessary to view the entire notice and to ensure that-other elements on the web site (such as text,
graphics, hyperlinks, or sound) do not distract attentien-from the notice..and-tThe licensee shall
either:

A & Places the notice on a screen that-consumers frequently
access, such as a page on which transactions are conducted; or

(B) H  Places a link on a screen that-consumers frequently access;

sueh-as-a-page-on-which-transactions-are—condueted; that connects directly to the notice and is
labeled appropriately-te-convey-the-impertance,nature-and-relevance-of the-notice.

(c) “Collect” means to obtain information that the licensee can organizes or—ean
retrieve by the-name of an individual,-or identifying number, symbol, or other identifying particular
assigned to thean individual, #respeetiveregardless of the-seuree-of-the underlying_source of the
information.

(ed) “Company” means a corporation, limited liability company, business trust, general
or limited partnership, association, sole proprietorship, or similar organization.

eh & ”Consumer” means an individual_or that individual’s legal representative
who is seeks-to-ebtainseeking-obtains or who has obtained an insurance product or service from a
licensee thatis-to be used primarily for personal, family, or household purposes, and about whom

the licensee has nonpublic personal information——erthat-individual stegalrepresentative_and

includes:-

(i) A) An individual who provides nonpublic personal information to a
licensee in connection with ebtairing-orseeking te or obtaining financial, investment, or economic
advisory services relating to an insurance product or service-s-a-censumer regardless of whether
the licensee establishes an ongoing advisory relationship.

(i) (B) An applicant for insurance prior to the inception of insurance
coverage-is-a-licensee’s-consumer.

(i) (€&  Anindividualbwheis—a consumer of another financial institution is

not a licensee’s consumer solely because the licensee is acting as agent for, or provides processing
or other services to, that financial institution.
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(iv) B} Anindividual is a licensee’s consumer if the individual is:

A & &  the-individualis—aA beneficiary of a life insurance
policy underwritten by the licensee;

(B) 2  the—individualis—aA claimant under an insurance
policy issued by the licensee;

© 35  thendividuals—aAn insured or an annuitant under
an insurance policy or an annuity—+espectively; issued by the licensee; or

(D) 4  theindividualisaA mortgagor of a mortgage covered
under a mortgage insurance policy.;-and

_%the—heensee—drlseleses—nenp{%pepsenal—ﬁnanma#

(v) (B} Provided that-the licensee provides the initial, annual, and revised
notices-underSections5,-6-and 9-of thisregulation-to the plan sponsor group, or blanket insurance

policyholder,—e¢ group annuity contract holder, or workers’ compensation plan

participantpolicyholder, and-furtherprovided-thatthe Iicensee does not disclose to a nonaffiliated
third party nonpublic personal financial information about-steh an individual other than as

permitted under-Seetions-14-15-and-16-of this regulation, an individual is not the consumer of
the licensee solely because he or she is:

A & A participant or a beneficiary of an employee benefit plan
that the licensee administers or sponsors or for which the licensee acts as a trustee, insurer, or
fiduciary;

(B) @H  Covered under a group or blanket insurance policy or group
annuity contract issued by the licensee; or

€ ¢ A Dbeneficiaryclaimant covered by #—a workers’
compensation plan.

w) B & The individuals described in-Subparagraph—{(EXD-through
Hb-ef-thisparagraph the above subparagraph (v)(A) through (C) are consumers of a licensee if

the licensee does not meet all the conditions of-Ssubparagraph (Ev).

(vii) B In no event shall the individuals, solely by virtue of the
status described in Ssubparagraph (EXH(v)(A) through {HB(C)-above; be deemed to-becustomers
for purposes of this regulation.

(viii) &) Anindividual is not a licensee’s consumer solely because he or she
is a beneficiary-efa-trust-ferwhich-the-Heensee-is-a or named trustee for a trust.
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has desi Lihe i A ”'d';'dHal 'S '.'eta Heensee’s consumer solely-because-he-of she

(fg)  “Consumer reporting agency” has the same meaning as in Section 603(f) of the
federal Fair Credit Reporting Act (15 U.S.C. 1681a(f)).

(gh) “Control” means:
(M Ownership, control, or power to vote twenty-five percent (25%) or more of
the outstanding shares of any class of voting security of the company, directly or indirectly, or

acting through one or more other persons;

(i) Control in any manner over the election of a majority of the directors,
trustees, or general partners (or individuals exercising similar functions) of the company; or

(i)  The power to exercise, directly or indirectly, a controlling influence over
the management or policies of the company, as the-determined by the eCommissioner-determines.

(hi)  “Customer” means a consumer who has a customer relationship with a licensee.

[0} “Customer information” means nonpublic personal information, whether in paper,
electronic, or other form, maintained by or on behalf of the licensee.

()} Customer information systems” means the electronic or physical methods used to
access, collect, store, use, transmit, protect, or dispose of customer information.

k) & “Customer relationship” means a continuing relationship between a
consumer and a licensee under which the licensee provides one or more insurance products or
services to the consumer thatare-to be used primarily for personal, family, or household purposes.

[0} A) A consumer has a continuing relationship with a licensee if_the
consumer:

A & Fhe—consumer—tlIs a current policyholder of an insurance
product issued by or through the licensee; or

(B) @&H  Fheconsumero0btains financial, investment, or economic
advisory services relating to an insurance product or service from the licensee for afee.

(i) (B A consumer does not have a continuing relationship with a licensee
if the consumer:

A & Fhe-consumeraApplies for insurance but does not purchase
the insurance;
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(B) @&  —Fhelicensee—sells—the—consumerPurchases airline travel
insurance from the licensee in an isolated transaction;

(C) ) TFhe-individualtls no longer a current policyholder of an
insurance product or no longer obtains insurance services with or through the licensee;

(D) S TFheconsumerils a beneficiary or claimant under a policy
and has submitted a claim under a policy choosing a settlement option involving an ongoing
relationship with the licensee;

(E) &5  TFheconsumertls a beneficiary or a claimant under a policy
and has submitted a claim under that policy choosing a lump sum settlement option;

(F) &4 TFhe—customer’sHad a policy_that is lapsed, expired, or
otherwise inactive or dormant under the licensee’s business practices, and the licensee has not
communicated with the customer-abeut-therelationship for a period of twelve (12) consecutive
months, other than providing annual privacy notices, material required by law or regulation,
communication at the direction of a state or federal authority, or promotional materials;

(G &) TFheindhvidualls an insured or an annuitant under an
insurance policy or annuity—respeetively, but is not the policyholder or owner of the insurance
policy or annuity; or

(H) QA Ferpurpeses-ofthisregulationtThe individual’s last known
address accordlng to the licensee’s records is deemed |nvaI|d —An—add%ess—ef—reeerd—rs—deemed

() & “Financial institution” means any institution the-business-of-whichwhose
business is engaging in activities that are financial in nature or incidental to such financial activities
as described in Section 4(Kk) of the Bank Holding Company Act of 1956 (12 U.S.C. 1843(k))_or as
otherwise defined by Wyoming Statute.

(i¥) Financial institution does not include:

(A)  Any person or entity with respect to any financial activity that is
subject to the jurisdiction of the Commaodity Futures Trading Commission under the Commodity
Exchange Act (7 U.S.C. 1 et seq.);

(B) The Federal Agricultural Mortgage Corporation or any entity
charged and operating under the Farm Credit Act of 1971 (12 U.S.C. 2001 et seq.); or

(C)  Institutions chartered by Congress specifically to engage in

securitizations, secondary market sales (including sales of servicing rights), or similar transactions
related to a consumer transaction-ef-a-censumer; as long as the institutions do not sell or transfer
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nonpublic personal information to a nonaffiliated third party.

(mh & “Financial product or service” means a product or service that-a financial
holding company could offer by engaging in an activity that is financial in nature or incidental to
such a financial activity under Section 4(k) of the Bank Holding Company Act of 1956 (12 U.S.C.
1843(Kk)).

(i¥) Financial service includes a financial institution’s evaluation or brokerage
of information that the financial institution collects in connection with a request or an application
from a consumer for a financial product or service.

(nm) “Health care” means:

() Preventive, diagnostic, therapeutic, rehabilitative, maintenance, or
palliative care, services, procedures, tests, or counseling that:

(A)  Relates to the physical, mental, or behavioral condition of an
individual; or

(B)  Affects the structure or function of the human body or any part of
the human body, including the banking of blood, sperm, organs, or any other tissue; or

&y (C)  Prescribing, dispensing, or furnishing to an individual drugs or
biologicals, or medical devices,-ef health care equipment, and supplies.

(or)  “Health care provider” means a physician or other health care practitioner licensed,
accredited, or certified to perform specified health services consistent with state law, or a health
care facility.

(pe) “Health information” means any information or data except age or gender, whether
oral or recorded in any form or medium, created by or derived from a health care provider or the
consumer-that relatinges to:

() The past, present, or future physical, mental, or behavioral health or
condition of an individual,

(i) The provision of health care to an individual; or
(iii))  Payment for the provision of health care to an individual.

(ap) & “Insurance product or service” means any product or service-thatis offered
by a licensee pursuant to the-irsurancetaws-of this-state Wyoming Insurance Code.

(i¥) Insurance service includes a licensee’s evaluation, brokerage, or
distribution of information-that the licensee collects in connection with a request or an application
from a consumer for an insurance product or service.
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(rp) & “Licensee” means all licensed insurers, producers, and other persons

licensed or required to be licensed,-er-autherized-erreguired-to-be-authorized,—or-registered-or
required-to-beregistered pursuant to the Wyoming Insurance Codelaw-of-this-state, except that
“licensee” shall not include: a purchasing group; or an unauthorized insurer regarding surplus line
business conducted pursuant to W.S. § 26-11-101 et seq.ircluding\W-S-8-26-34-101 et seg-—of the
Wyeming-thsurance-Code:

() A licensee is not subject to the notice and opt-out requirements for
nonpublic personal financial information set forth in Articles I, Il, Ill,-and 1V, and VII-of-this
regulation if the licensee is an employee, agent, or other representative of another licensee (“the
principal®) and:

(A)  The principal otherwise complies with; and provides the notices

required by;-the-previsions-of this regulation; and

(B)  The licensee does not disclose any nonpublic personal information
to any person other than the principal or its affiliates in a manner permitted by this regulation.

(i) Ay Subject to Subparagraph (B), “licensee” shall also include an
unauthorized insurer that accepts business placed through a licensed surplus lines broker in this
stateWyoming, but only inregard-teregarding the surplus lines placements placed pursuant to_the
Wyoming Insurance CodeW-S-§-26-11-101 et segq.

iii B}  Asurplus lines broker or-surplus-tines insurer shall be deemed-te-be
in compliance with the notice and opt-out requirements for nonpublic personal financial
information set forth in Articles I, 11, 11l,-and 1V, and VIl-efthis+egulation provided:

A & The broker or insurer does not disclose nonpublic personal
information of a consumer or a customer to nonaffiliated third parties for any purpose, including
joint servicing or marketing under Section 14 of this regulation, except as permitted by Section 15
or 16 of this regulation; and

(B) @H  Thebroker or insurer delivers a notice to the consumer at the
time a customer relationship is established on which the following is printed in 16-point type:

PRIVACY NOTICE

“Neither the U.S. brokers that handled this insurance nor the insurers that—-have
underwritingten this insurance will disclose nonpublic personal information concerning the
buyer to non-affiliates of the brokers or insurers except as permitted by law.”

(sHEH “Nonaffiliated third party” means any person except:-A)-Aa licensee’s affiliate;
or {BY-Aa person employed jointly by a licensee and any company that is not the licensee’s
affiliate (but nonaffiliated third party includes the other company that jointly employs the person).

(i¥) Nonaffiliated third party includes any company that-ts-an-affiliated solely
by virtue of the direct or indirect ownership or control of the company by the licensee or its affiliate
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in conducting merchant banking or investment banking activities of the type described in Section
4(K)(4)(H) or insurance company investment activities of the type described in Section 4(k)(4)(1)
of the federal Bank Holding Company Act (12 U.S.C. 1843(k)(4)(H) and (I))_or as otherwise
defined by Wyoming Statute.

(ts)  “Nonpublic personal information” meansincludes nonpublic personal financial
information and nonpublic personal health information.

(ubH “Nonpublic personal financial information” means—A)-Ppersonally identifiable
financial information; and {B}-Aany list, description, or other grouping of consumers (and publicly
available information pertaining to them) thatis-derived using any personally identifiable financial
information that is not publicly available.

0] Nonpublic personal financial information includes any list of individuals’
names and street addresses derived in whole or in part using personally identifiable financial
information that is not publicly available, such as account numbers.

(i) Nonpublic personal financial information does not include:
(A)  Health information;

(B)  Publicly available information, except as included on a list described

in Ssubsection {H{H{B)-of this-section(3)(t) above; or

(C)  Any list, description or other grouping of consumers (and publicly
available information pertaining to them) thatis-derived without using any personally identifiable
financial information that is not publicly available.

(DB)  Nonpublic personal financial information does not include aAny list

of individuals’ names and addresses that contains only publicly available information, is not
derived in whole or in part using personally identifiable financial information that is not publicly
available, and is not disclosed in a manner that-ndicatesindicating that any of the individuals on
the list is a consumer of a financial institution.

(v¢)  “Nonpublic personal health information” means health information:
) That identifies an individual who is the subject of the information; or

(i) With respect to which there is a reasonable basis to believe that-the
information could be used to identify an individual.
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W) & “Personally identifiable financial information” means any information:

[0} A)  Aconsumer provides to a licensee to obtain an insurance product or
service from the licensee;

(i) (B) About a consumer resulting from a transaction involving an
insurance product or service between a licensee and a consumer; or

(iii) €&  The licensee otherwise obtains about a consumer in connection
with providing an insurance product or service to that consumer.

(A)  infermationineluded: Personally identifiable financial information
includes:

()] Information a consumer provides to a licensee on an
application to obtain an insurance product or service;

(1) Account balance information and payment history;

(1) The fact thatan individual is or has been one of the licensee’s
customers or has obtained an insurance product or service from the licensee;

(IV)  Any information about the licensee’s consumer if s
disclosed in a manner that-indicatesing that the individual is or has been the licensee’s consumer;

(V)  Any information that-a consumer provides to a licensee or
that the licensee or its agent otherwise obtains in connection with collecting on a loan or servicing
a loan;

(VI) Any information the licensee collects through an Internet
cookie (an information-collecting device from a web server); and

(VI1) Information from a consumer report.

(B)  infermation——net—ineluded—Personally identifiable financial
information does not include:

()] Health information;

(1) Alist of names and addresses of customers of an entity that
is not a financial institution; and

(1) Information that does not identify a consumer, such as

aggregate information or blind data that-dees not containing personal identifiers such as account
numbers, names or addresses.
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(xw) & “Publicly available information” means any information a licensee has a
reasonable basis to believe is lawfully made available to the general public from:

(i) A)  Federal, state, or local government records;
(i) By Widely distributed media; or

(iii) (&)  Disclosures to the general public required-te-be-made by federal,
state, or local law.

&y (A) Reasonablebasis—A licensee has a reasonable basis to believe that
information is lawfully made available to the general public if the licensee has taken steps to
determine:

A ) That the information is of the type that-is-available to the
general public; and

B} ()  Whether an individual can direct that the information not be
made available to the general public and, if so, that the licensee’s consumer has not done so.

(Hiv) Examples:“Publicly available information” includes:

(A)  Gevernmentrecords—PublichravaHable-tinformation in government
records includinges-rfermation-in-government real estate records and security interest filings.

(B)  Widelydistributed—media—Publicly—avaHable—tInformation from
widely distributed media includes-infermation-fromsuch as a telephone book, a television or radio

program,-a newspaper, or a web-site that is available to the general public on an unrestricted basis.
A web site is not restricted merely because an Internet service provider or a site operator requires
a fee or a password, se-leng-as-aceess-isif available to the general public.

(C)  Reasonablebasis:Information a licensee has a reasonable basis to
believe is lawfully made available.

M A-licensee-hasareasenable basis-te-believe-thatmMortgage
information is lawfully made available to the general public if the licensee has determined the
information is of the type included on the public record in the jurisdiction where the mortgage
would be recorded.

(I A licensee has a reasonable basis to believe that aAn
individual’s telephone number is lawfully made available to the general public if the licensee has
located the telephone number in the telephone book or the consumer has informed licensee that
the telephone number is not unlisted.
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ARTICLE 2l. PRIVACY AND OPT-OUT NOTICES FOR
FINANCIAL INFORMATION

Section 45.  Initial Privacy Notice to Consumers Required:

@ Initial-neticerequirement: A licensee shall provide a clear and conspicuous notice

that accurately reflects its privacy policies and practices to:

() Custemer- An individual who becomes the licensee’s customer, not later
than when the licensee establishes a customer relationship- except as provided in Subsection 4(e)
of this section; and

(i)  Consumer: A consumer, before the licensee discloses any nonpublic
personal financial information abeut-the-censumer to any nonaffiliated third party, if the licensee
makes a disclosure other than as authorized by Sections 15 and 16.

(b) When-initial-notice-to-a-consumer—is-not-regquired: A licensee is not required to

provide an initial notice to a consumer under Subsection 4(a)(ii) of this section if:

() The licensee does not disclose any nonpublic personal financial information
about the consumer to any nonaffiliated third party, other than as authorized by Sections 15 and
16, and the licensee does not have a customer relationship with the consumer; or

(i) A notice has been provided by an affiliated licensee, as long as the notice
clearly identifies all licensees to whom the notice applies and is accurate with respect to the
licensee and the other institutions.

(c) When the licensee establishes a customer relationship.

Q) General-rule: A licensee establishes a customer relationship at the time the
licensee and the consumer enter into a continuing relationship;_or when

Gi) les of establichi lationshin_ A li blis}

(A) Becomes-apolicyholder-of-aticensee-that-is-anThe insurer when-the
insurer delivers an insurance policy or contract to the consumer;-erin-the-case-of a-ticensee-that-is

an—nsurance—producer—er—insurance—broker,_which was obtainsed—insuranee through thatthe

licensee; or

(B)  The consumer Aagrees to obtain financial, economic, or investment
advisory services relating to insurance products or services for a fee from the licensee.

(d) Existing-eustomers: When an existing customer obtains a new insurance product or

service-from-a-Heensee-that-is to be used primarily for personal, family, or household purposes,
the licensee satisfies the initial notice requirements of Subsection 4(a)-efthissection-asfoHows if
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the licensee:

() Fhe-icensee-may-pProvides a revised policy notice, under Section 98-that
coverings the customer’s new insurance product or service; or

(i)  H-the-initial—revised—or-annual-notice—that-the Hicensee—mest+Recently
provided initial, revised, or annual notlce to thatthe customer that was accurate Wlth respect to the
new insurance product or service :

Subsection (&) of this section.

(e) Exceptions to allow subsequent delivery of notice.

() A licensee may provide the initial notice required by Subsection 4(a){H-ef
this-seetion within a reasonable time after the licensee establishes a customer relationship if:

(A)  Establishing the customer relationship is not at the customer’s
election; or

(B)  Providing notice not later than when the licensee establishes a
customer relationship would substantially delay the customer’s transaction and the customer
agrees to receive the notice at a later time.

(i)  ExamplesefeExceptions include:-

A) , . : : .
netatthecustomer’selectiontlf a licensee acquires or is assigned a customer’s policy from another
financial institution or residual market mechanism and the customer does not have a choice about
the licensee’s acquisition or assignment.

(B) Substanﬂal—delay—ef—eustemel;s—transaeuen—PrOV|dlng notice et
i would substantially delay the

customer’s transaction when the licensee and the individual agree over the telephone to enter into
a customer relationship involving prompt delivery of the insurance product or service.

(C)  Ne-substantial-delay-of customer’s-transaction: Providing notice-net
fater-than-when-a-Heensee-establishes-a-customer—relationship-would not substantially delay the

customer’s transaction when the relationship is initiated in person at the licensee’s office or
through other means by which the customer may view the notice, such as on a web-site.

()] Delivery- When a licensee is required to deliver an initial privacy notice-by-this
section, the licensee shall deliver it according to Section 10. If the licensee uses a short-form initial
notice for non-customers according to Section 6(c)##), the licensee may deliver its privacy notice

according to Section &) 6(c)(iii).
Section 56.  Annual Privacy Notice to Customers Required,

@ o Generalrule: Except as indicated below, a Alicensee shall provide a clear
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and conspicuous notice to customers that accurately reflects its privacy policies and practices not
less than annually durrng the continuation of the customer reIatronshrp Annual#y—meane—at—least

Ircensee may defrne the twelve-consecutrve-month perrod, but the I|censee shaII apply it to the
customer on a consistent basis.

(i)  Example: A licensee provides an annual notice-annualy if it-defines-the
twelve-consecutive-monthperiod-asa-calendaryearand provides-the-annual notice-to-the-customer

enee in each calendar year following the-ealendar year in which the Ilcensee provided the |n|t|al
notice. y

(b) A licensee is not required to provide an annual notice if:

(i) The licensee only provides nonpublic personal information about its
customers to nonaffiliated third parties that require the information to perform specific services
and functions on behalf of the financial institution, and the third party is contractually required to
maintain the confidentiality of the customer information; and

(i)  The licensee has not changed its privacy policies and practices regarding
disclosure to nonaffiliated third parties in a manner requiring it to offer an opt-out right to its
customers since the last distribution of privacy notices.

(ch) & Fermination-of customerrelationship-A licensee is not required to provide
an-annual notice to a former customer.-A-former-customeris-an-individualwith-whom-alicensee

ne-lenger-has-a-continding-relationship-
(d)  Alicensee no longer has a continuing relationship with an individual if:

0 A Al indi
#-tThe individual no longer holdsis a current polrcyheldepef—an—msuranee—preduet or no Ionger

usesebtains insurance services with or through the licensee.

(i) By
H#tThe individual’s policy is lapsed, explred or otherwrse lnactrveeedermant—underthe—lwensee—s

business-practices; and the licensee has not communicated with the customer about the relationship
for a period of twelve (12) consecutive months, other than to provide-annual privacy-netices;

material required by law-erregulation-or-prometional-materials.

(i) (&)  Ferthepurposes—of-thisregulation—alicensee-nolonger-has—a

continding-relationship-with-an-individualtThe individual’s last known address-according-tothe
Hicensee’srecords is deemed invalid-An-address-errecord-is-deemed-invalid-ifmail-sent-to thataddress-by

the-licensee-has-been-returned-by-the postal-autherities-as or undeliverable and # subsequent attempts by

the licensee to obtain a current valid address for the individual have been unsuccessful.
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v © i I | inuine rolationshin wit

tIn the case of providing real estate settlement services, at the time the customer completes
execution of all documents related to the real estate closing, payment for those services has been
received, or the licensee has completed all of its responsibilities with respect to the settlement,
including filing documents on the public record, whichever is later.

(ee) Delivery—When a licensee is required by this section to deliver an annual privacy
notice, the licensee shall deliver it according to Section 10.

Section 67.  Information to be Included in Privacy Notices.

@) General+ule—The initial, annual, and revised privacy notices that a licensee
provides under Sections 5—6-ard-94, 5, and 8 shall include each of the following items of
information, in addition to any other information the licensee wishes to provide, that applies to the
licensee and to the consumers to whom the licensee sends its privacy notice:

() The categories of nonpublic personal financial information that the licensee
collects;

(i) The categories of nonpublic personal financial information that the licensee
discloses;

(ili)  The categories of affiliates and nonaffiliated third parties to whom the
licensee discloses nonpublic personal financial information, other than those parties to whom the
licensee discloses information under Sections 15 and 16;

(iv)  The categories of nonpublic personal financial information about the
licensee’s former customers that-the licensee discloses and the categories of affiliates and
nonaffiliated third parties to whom the licensee discloses nonpublic personal financial information
about the licensee’s former customers, other than those parties to whom the licensee discloses
information under Sections 15 and 16;

(v) If a licensee discloses nonpublic personal financial information to a
nonaffiliated third party under Section 3415 (and no other exception in Sections 15 and 16 applies
to that disclosure), a separate description of the categories of information the licensee discloses
and the categories of third parties with whom the licensee has contracted,

(vi)  An explanation of the consumer’s right under Section 11(a) to opt-out of
the disclosure of nonpublic personal financial information to nonaffiliated third parties, including
the methods by which the consumer may exercise that right at that time;

(vii)  Any disclosures that-the licensee makes under Section 603(d)(2)(A)(iii) of
the federal Fair Credit Reporting Act (15 U.S.C. 1681a(d)(2)(A)(iii)) (that is, notices regarding the
ability to opt-out of disclosures of information among affiliates);

(viii)  The licensee’s policies and practices with respect to protecting the
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confidentiality and security of nonpublic personal information; and

(ix) Any disclosure that-the licensee makes under Subsection (b) of this section.

(b) Deseription—of-parties—subjectto—exeeptions. If a licensee discloses nonpublic

personal financial information as authorized under Sections 15 and 16, the licensee is not required
to list those exceptions in the initial or annual privacy notices required by Sections 54 and 65.
When describing the categories of parties to whom disclosure is made, the licensee is required to
state only that it makes disclosures to other affiliated or nonaffiliated third parties, as applicable,
as permitted by law.
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(cd)  Short-form initial notice with opt-out notice for non-customers.

() A licensee may satisfy the initial notice requirements in Sections 54(a)(ii)
and 8(e)7 for a consumer who is not a customer by providing a short-form initial notice at the same
time as the licensee delivers an opt-out notice as required in Section 87.

(i) Ashort-form initial notice shall:
(A)  Be clear and conspicuous;
(B)  State that the licensee’s privacy notice is available upon request; and

(C)  Explain areasonable means by which the consumer may obtain that
notice.

(iii)  The licensee shall deliver its short-form initial notice according to Section
916. The licensee is not required to deliver its privacy notice with its short-form initial notice.Fhe
Heensee-instead, but may simply provide_to the consumer a reasonable means to obtain its privacy
notice. If a consumer who receives the licensee’s short-form notice requests the licensee’s privacy
notice, the licensee shall deliver its privacy notice according to Section 10.

(iv)  Examples-ofobtaining-privacy-netice: The licensee provides a reasonable

means by-whiehfor a consumer may to obtain a copy of its privacy notice if the licensee:

(A)  Provides a toll-free telephone number that-the consumer may call to
request the notice; or

®) F | | busi . he li ,
office—mMaintains copies of the notice on hand that the licensee provides to the-consumers
immediately upon request.

(de) Futurediseclosures-The licensee’s notice for future disclosures may include:

() Categories of nonpublic personal financial information that the licensee
reserves the right to disclose in the future, but does not currently disclose; and
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(i) Categories of affiliatesd or nonaffiliated third parties to whom the licensee
reserves the future right in-the—future-to disclose, but to whom the licensee does not currently
disclose, nonpublic personal financial information.

(eh)  Sampleclauses-Sample clauses illustrating some of the notice content required by
this section are included in Appendix A-efthisregulation, located on the Department of Insurance
website at: DOI.wyo.gov.

Section 78.  Form of Opt-Out Notice to Consumers and Opt-Out Methods.

@) ) Form-of-optoutnetice: If a licensee is required to provide an opt-out notice

under Section 11(a), it shall provide a clear and conspicuous notice to each of its consumers that
accurately explainings the right to opt-out under that section—Fhe-rotice-shal and stateing:

(i) A)  Thatthe licensee discloses or reserves the right to disclose nonpublic
personal financial information about its consumer to a nonaffiliated third party;

(i)  (B) Thatthe consumer has the right to opt-out of that disclosure; and

(iii) &  Areasonable means by which the consumer may exercise the opt-
out right.

(b) Ay  Adeguate-optout-notice: A licensee provides adequate-notice-that
the consumer can opt-out of the disclosure of nonpublic personal financial informationnotice to a

nonaffiliated third party if the licensee:

(i) ) Identifies all ef—the—categories of nonpublic personal
financial information that it discloses or reserves the right to disclose, and all efthe categories of
nonaffiliated third parties to which the licensee discloses the information, as described in Section
#6(a)(ii) and (iii), and states that the consumer can opt-out of the disclosure of that information;
and

(i) ) Identifies the insurance products or services that—the
consumer obtains from the licensee, either singly or jointly, to which the opt-out direction would

apply.
(i) (B) Reasenable-optoutmeans: A licensee provides a reasonable means

to exercise an opt-out right if it:

A & Designates check-off boxes in a prominent position on the
relevant forms with the opt-out notice;

(B) &H  Includes areply form together with the opt-out notice;
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(C) by Provides an electronic means to opt-out, such as a form that
can be sent via electronic mail, or a process at the licensee’s website, if the consumer agrees to
the electronic delivery of information; or

(D) S Provides a toll-free telephone number that consumers may
call to opt-out.

() (&)  Unreasonable—optoutmeans: A licensee does not provide a

reasonable means of opting-out if:

(i) 4 The only means of opting-out is for the consumer to write
his or her own letter to-exerecise-thatexercising the opt-out right; or

(i) B The only means of opting-out as described in any notice
subsequent to the initial notice is to use a check-off box that the licensee provided with the initial
notice but did not include with the subsequent notice.

(d) B)  Specific-opteut-means: A licensee may require each consumer to

opt-out through a specific means, as long as that means is reasonable for that consumer.

(eb) Same-form-as-initial-noticepermitted—A licensee may provide the opt-out notice

together with or on the same written or electronic form as the initial notice the licensee provides
in accordance with Section 45.

(fe) A iceIf
a licensee provides the opt- out notlce later than requwed for the |n|t|al notlce in accordance Wlth
Section 45, the licensee shall also include a copy of the initial notice with the opt-out notice in
writing or, if the consumer agrees, electronically.

o it rolationshins.

@ & If two (2) or more consumers jointly obtain an insurance product or service

from a licensee, the licensee may provide a single opt-out notice—Fhe-licensee’s-ept-out-notice
shak-that explains how the licensee will treat an opt-out direction by a joint consumer-{as-explained

. b-iv) of this-subsection),

(i)  Any of the joint consumers may exercise the right to opt-out. The licensee

may either:

(A)  Treat an opt-out direction by a joint consumer as applying to all of
the associated joint consumers; or

(B)  Permit each joint consumer to opt-out separately.

(ii¥)  If a licensee permits each joint consumer to opt-out separately, the licensee
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shall permit one of the joint consumers to opt-out on behalf of all of the jointconsumers.

(iliv) A licensee may not require all joint consumers to opt-out before it
implements any opt-out direction.

(he)  Fimetocomply-with-opt-out—A licensee shall comply with a consumer’s opt-out

direction as soon as reasonably practicable after the licensee receives it.

(if)  Continuingrightto-eptout—A consumer may exercise the right to opt-out at any

time.
(lgy  Duration of consumer’s opt-out direction.

() A consumer’s direction to opt-out under this section is effective until the
consumer revokes it in writing or, if the consumer agrees, electronically.

(i) When a customer relationship terminates, the customer’s opt-out direction
continues to apply to the nonpublic personal financial information that the licensee collected
during or related to that relationship. If the individual subsequently establishes a new customer
relationship with the licensee, the opt-out direction that applied to the former relationship does not
apply to the new relationship.
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(kh) Delivery—When a licensee is required to deliver an opt-out notice-by-this-section,
the licensee shall deliver it according to Section 10.

Section 89.  Revised Privacy Notices,

@ Generalrule: Except as otherwise authorized in this regulation, a licensee shall not,
directly or through an affiliate, disclose any nonpublic personal financial information about a
consumer to a nonaffiliated third party other than as described in the initial notice that the licensee
provided to that consumer under Section 45, unless:

() The licensee has provided to the consumer a clear and conspicuous revised
notice that accurately describinges its policies and practices;

(i) The licensee has provided to the consumer a new opt-out notice;

(iti)  The licensee has given the consumer a reasonable opportunity, before the
licensee discloses the information to the nonaffiliated third party, to opt-out of the disclosure; and

(iv)  The consumer does not opt-out.

()  Examples.

b & Except as otherwise permitted by Sections 14, 15, and 16, a licensee shall
provide a revised notice before it:

(i) A) Discloses a new category of nonpublic personal financial
information to any nonaffiliated third party;

(i) B} Discloses nonpublic personal financial information to a new
category of nonaffiliated third party; or

(iii) {S) Discloses nonpublic personal financial information about a former
customer to a nonaffiliated third party; if that former customer has not had the opportunity to
exercise an opt-out right regarding that disclosure.

(©) &5 Arrevised notice is not required if the licensee discloses nonpublic personal
financial information to a new nonaffiliated third party that-the licensee adequately described in
its prior notice.

(de) Delivery—When a licensee is required to deliver a revised privacy notice by this
section, the licensee shall deliver it according to Section 10.

Section 9. Privacy Notices to Group Policyholders. Unless a licensee is providing
privacy notices directly to covered individuals described in Section 3(e)(v)(A), (B), or (C), a

licensee shall provide initial, annual, and revised notices to the plan sponsor, group or blanket
insurance policyholder or group annuity contractholder, or workers’ compensation policyholder,
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in the manner described in Sections 4, 5, and 8 of this requlation, describing the licensee’s privacy
practices with respect to nonpublic personal information about individuals covered under the
policies, contracts, or plans.

Section 10.  Delivery.

@ Hoew-toprovide-notices: A licensee shall provide any notices that this regulation
requires so that each consumer can reasonably be expected to receive actual notice in writing or,

if the consumer agrees, electronically.

by & Examples—ofreasenable—expectation—ofactualnotice: A licensee may

reasonably expect that-a consumer will receive actual notice if the licensee:
(i) A Hand-delivers a printed copy of the notice to the consumer;

i) By Mails a printed copy of the notice to the last known address of the
consumer separately, or in a policy, billing, or other written communication;

(i)  (C)  Fora consumer who conducts transactions electronically, pPosts
the notice on the electronic site and requires the consumer to acknowledge receipt of the notice as
a necessary step to obtaining a particular insurance product or service; or

(iv) (B) For an isolated transaction with a consumer, such as the licensee
providing an insurance quote or selling the consumer travel insurance, posts the notice and requires
the consumer to acknowledge receipt of the notice as a necessary step to obtaining the particular
insurance product or service.

(c) 4y BExamples—ofunreasonable-expectation-ofactual-netice— A licensee may

not, however, reasonably expect that a consumer will receive actual notice of its privacy policies
and practices if it:

(i) A)  Onlypostsasign in its office or generally publishes advertisements
of its privacy policies and practices; or

(i) (B) Sends the notice via electronic mail to a consumer who does not
obtain an insurance product or service from the licensee electronically.

(de) Annualnoticesonly-A licensee may reasonably expect that a customer will receive
actual notice of the licensee’s annual privacy notice if:

() The customer uses the licensee’s website to access insurance products and
services electronically and agrees to receive notices at the web-site and the licensee posts its current
privacy notice continuously in a clear and conspicuous manner-en-the-website; or

(i)  The customer has requested that the licensee refrain from sending any
information regarding the customer relationship, and the licensee’s current privacy notice remains
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available to the customer upon request.

(ed) Oral-deseription—ofnoetice—insufficient—A licensee may not provide any notice

required by this regulation solely by orally explaining the notice, either in person or over the
telephone.

(fe)  Retention or accessibility of notices for customers.

() For customers only, a licensee shall provide the initial notice required by
Section 54(a){), the annual notice required by Section 65(a), and the revised notice required by
Section 89 so that the customer can retain them or obtain them later in writing or, if the customer
agrees, electronically.

(i)  Examples-ofretention-or-aceessibiity: A licensee may provides a privacy

notice to the customer so that-the customer can retain it or obtain it later if the licensee:
(A)  Hand-delivers a printed copy of the notice to the customer;

(B)  Mails a printed copy of the notice to the last known address of the
customer; or

(C)  Makes its current privacy notice available on a web-site (or a link
to another web-site) for the customer who obtains an insurance product or service electronically
and agrees to receive the notice at the web-site.

(of) Jointnetice-with-otherfinanctalHnstitutions—-A licensee may provide a joint notice
from the licensee and one ormore of its afflllates or other flnanC|aI institutions, as |dent|f|ed in the

Ilcensee also may prOV|de accurate notlce on behalf of another flnanCIaI institution.

(hg) Jointrelationships-If two (2) or more consumers jointly obtain an insurance product
or service from a licensee, the licensee may satisfy the initial, annual, and revised notice
requirements of Sections 54(a), 65(a) and 98(a), respectively, by providing one notice to those
consumers jointly.

ARTICLE 3111. LIMITS ON DISCLOSURES OF FINANCIAL INFORMATION

Section 11. Limits on Disclosure of Nonpublic Personal Financial Information to
Nonaffiliated Third Parties.
(a)

aA licensee may not, dlrectly or through any afflllate dlsclose any nonpubllc personal flnanC|aI
information about a consumer to a nonaffiliated third party unless:

(i) A) The licensee has provided to the consumer an initial notice as
required under Section 45;
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i) B The licensee has provided to the consumer an opt-out notice as
required in Section 78;

(iii) (&  The licensee has given the consumer a reasonable opportunity,
before it discloses the information to the nonaffiliated third party, to opt-out of the disclosure; and

iv) B The consumer does not opt-out.

(b) @GH  Optoutdefinition. Opt-out means a direction by the consumer that the
licensee not disclose nonpublic personal financial information about that consumer to a

nonaffiliated third party, other than as permitted by Sections 14, 15, and 16.

(©) )  Examplesofreasonable-oppertunity-to-optout: A licensee provides a

consumer with a reasonable opportunity to opt-out if:

(i) A) By—mail. The licensee mails the required notices regquired—in
Paragraph-(H-of this-subsection to the consumer and allows the consumer to opt-out by mailing a

form, calling a toll-free telephone number, or any other reasonable means within thirty (30) days
from the date the licensee mailed the notices.

i) B By—elee#emc—meansr A customer opens an on-line account with a
licensee and agrees to receive the required notices reguired—in—Paragraph—{H-of-this-subsection

electronically, and the licensee allows the customer to opt-out by any reasonable means within
thirty (30) days after the date that the customer acknowledges receipt of the notices in conjunction
with opening the account.

i &)  Isolated-transaction-with-consumer- For an isolated transaction such
as providing the consumer with an insurance quote, a licensee provides the consumer with a
reasonable opportunity to opt-out if the licensee provides the required notices reguired—in

Paragraph{b-efthis-subsection-at the time of the transaction and requests that the consumer decide,

as a necessary part of the transaction, whether to opt-out before completing the transaction.

d & A licensee shall comply with this section, regardless of whether the licensee
and the consumer have established a customer relationship.

(i¥) Unless a licensee complies with this section, the licensee may not, directly
or through any affiliate, disclose any nonpublic personal financial information about a consumer
that the licensee has collected, regardless of whether the licensee collected it before or after
receiving the direction to opt-out from the consumer.

(ee) Partial-ept-out—A licensee may allow a consumer to select certain nonpublic
personal financial information or certain nonaffiliated third parties with—respeet to which the
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consumer wishes to opt-out.

Section 12.  Limits on Re-Ddisclosure and Reuse of Nonpublic Personal Financial
Information,

@ 5 Informationthe licenseereceivesunderan-exeeption: If a licensee receives

nonpublic personal financial information from a nonaffiliated financial institution under an
exception in Seetions—15-er-16-6f this regulation, the licensee’s disclosure and use of that
information is limited as follows. The licensee may disclose:

[0} A)  The licensee-may-disclose-the-tIinformation to the affiliates of the

financial institution from which the licensee received the information;

(i) (B) TFhelicenseemay-disclose-the-tinformation to its affiliates, but the

licensee’s affiliates may, in turn, disclose and use the information only to the extent that the
licensee may disclose and use the information; and

(iii) (€&}  Fhelicenseemay-disclose-and-use-the-tinformation pursuant to an
exception in Sections-15-and-16-of this regulation; in the ordinary course of business to carry out

the activity covered by the exception under which the licensee received the information.

(b) @Gy  Example: If a licensee receives information from a nonaffiliated financial
institution for claims settlement purposes, the licensee may disclose the information for fraud
prevention. or in response to a properly authorized subpoena. The licensee may not disclose that
information to a third party for marketing purposes or use that information for its own marketing
purposes.

(cb) & Inrformation—a—ticensee—receives—outside—of an—exeeption—If a licensee
receives nonpublic personal financial information from a nonaffiliated financial institution other
than under an exception in Sections—15-or-16-6f-this regulation, the licensee may disclose the
information only:

[0} A)  To the affiliates of the financial institution from which the licensee
received the information;

(i) (B To its affiliates, but its affiliates may, in turn, disclose the
information only to the extent that the licensee may disclose the information; and

(iii) (&  To any other person, if the disclosure would be lawful if made
directly to that person by the financial institution from which the licensee received the information.

[(s)] &y Example: If a licensee obtains a customer list from a nonaffiliated financial
institution outside of the exceptions in this reqgulationSeetions-15-6+16:

[0} A)  The licensee may use that list for its own purposes; and
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(i) B) The licensee may disclose that list to another nonaffiliated third
party only if the financial institution from which the licensee purchased the list could have lawfully
disclosed the list to that third party. That is, the licensee may disclose the list in accordance with
the privacy policy of the financial institution from which the licensee received the list, as limited
by the opt-out direction of each consumer whose nonpublic personal financial information the
licensee intends to disclose, and the licensee may disclose the list in accordance with an exception
in Sections-15-and-16this regulation, such as to the licensee’s attorneys or accountants.

) (iii)  information-a-licensee-discloses-under-an-exeception- If a licensee discloses

nonpublic personal financial information to a nonaffiliated third party under an exception—in

Sections-15-or-16-of thisregulation, the third party may disclose and use that information only as

follows. The third party may disclose the information:

) (A)  Fhe-thirdparty-maydisclose-the—information—+tTo the licensee’s

affiliates;

(i) (B)  Fhethird-party-may-disclose-the-informationtTo its affiliates, but

its affiliates may, in turn, disclose and use the information only to the extent that the third party
may disclose and use the information; and

exeeptionn-Sections-15-0r-16-In the ordinary course of business to carry out the activity covered
by the exception under which it received the information.

(dy  (iv) Information a licensee discloses outside of an exception. If a licensee

discloses nonpublic personal financial information to a nonaffiliated third party other than under
an exception in Seetiens-15-er-16-of this regulation, the third party may disclose the information
only:

il (A) Tothe licensee’s affiliates;

@y (B) Tothe third party’s affiliates, but the third party’s affiliates;a-turn;
may disclose the information only to the extent the third party can disclose the information; and

@ (C) To any other person, if the disclosure would be lawful if the licensee
made it directly to that person.

Section 13.  Limits on Sharing Account Number Information for Marketing
Purposes.

@ General-prohibition-on-disclosure-ofaccountnumbers: A licensee shall pot, directly

or through an affiliate, disclose, other than to a consumer reporting agency, a policy number or
similar form of access number or access code for a consumer’s policy or transaction account to
any nonaffiliated third party for use in telemarketing, direct mail marketing, or other marketing
through electronic mail to the consumer.
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(b) Exception. Subsection 13(a) ef-this-section does not apply if a licensee discloses a
policy number or similar form of access number or access code:

0] To the licensee’s service provider solely #-erder to perform marketing for
the licensee’s own products or services, as long as the service provider is not authorized to directly
initiate charges to the account;

(i)  Toalicensee who is a producer solely in-erder to perform marketing for the
licensee’s own products or services; or

(iii)  To a participant in an affinity or similar program where the participants in
the program are identified to the customer when the customer enters into the program.

(c) Examples: Policy number or transaction account.

0] Poliey—number: A policy number, or similar form of access number or
access code, does not include a number or code in an encrypted form, as long as the licensee does
not provide the recipient with a means to decode the number or code.

(i)  Poley-ortransactionaccount: For the-purposes of this section, a policy or

transaction account is an account other than a deposit account or a credit card account. A policy or
transaction account does not include an account to which third parties cannot initiate charges.

ARTICLE 41V. EXCEPTIONS TO LIMITS ON DISCLOSURES OF
FINANCIAL INFORMATION

Section 14.  Exception to Opt-Out Requirements for Disclosure of Nonpublic
Personal Financial Information for Service Providers and Joint Marketing,

&  Generalrule:

()] ) The opt-out requirements in Sections 78 and 11 do not apply when a
licensee provides nonpublic personal financial information to a nonaffiliated third party to perform
services for the licensee or functions on the licensee’s behalf, if the licensee:

(i) A)  Provides the initial notice in accordance with Section 45; and

(i) B} Enters into a contractual agreement with the third party that
prohibitings the third party from disclosing or using the information other than to carry out the
purposes for which the licensee disclosed the information, including use under an exception
Seetions-15-6r-16 in the ordinary course of business to carry out those purposes.

(b) @GH  Example: If a licensee discloses nonpublic personal financial information
under this section to a financial institution with which the licensee performs joint marketing, the
licensee’s contractual agreement with that institution meets the requirements of Section

14(a)(ii)Paragraph-({B)-of this-subsection if it prohibits the institution from disclosing or using
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the nonpublic personal financial information except as necessary to carry out the joint marketing
or under an exception #-Seetions-15-0r16 in the ordinary course of business to carry out that joint
marketing.

(cb)  Servicesmay—includejoint-marketing—The services a nonaffiliated third party
performs for a licensee under Section 14(a)Subsection{(a) efthis-sectior-may include marketing

of-the licensee’s own products or services or marketing financial products or services offered
pursuant to joint agreements between the licensee and one or more financial institutions.

(de) Definitionof “joint-agreement”For-purposes-of-this-section—"}Joint agreement”

means a written contract pursuant to which a licensee and one or more financial institutions jointly
offer, endorse, or sponsor a financial product or service.

Section 15. Exceptions to Notice and Opt-Out Requirements for Disclosure of
Nonpublic Personal Financial Information for Processing and Servicing Transactions.

@ Exceptions-forprocessing-transactions-at-consumer s-reguest: The requirements for
initial notice in Section 4(a)5(a)(H), the opt-out in Sections 78 and 11, and service providers and

joint marketing in Section 14 do not apply if the licensee discloses nonpublic personal financial
information as necessary to effect, administer, or enforce a transaction that a consumer requests or
authorizes, or in connection with:

() Servicing or processing an insurance product or service that a consumer
requests or authorizes;

(i) Maintaining or servicing the consumer’s account with a licensee, or with
another entity as part of a private label credit card program or other extension of credit on behalf
of such entity;

(ii) A proposed or actual securitization, secondary market sale (including sales
of servicing rights), or similar transaction related to a transaction of the consumer; or

(iv)  Reinsurance, o stop loss, or excess loss insurance.
(b) “Necessary to effect, administer, or enforce a transaction” means that the disclosure
() Required, or is one of the lawful or appropriate methods, to enforce the
licensee’s rights or the rights of other persons engaged in carrying out the financial transaction or
providing the product or service; or
(i) Required, or is a usual, appropriate, or acceptable method:
(A)  To carry out the transaction or the product or service business of

which the transaction is a part, and record, service, or maintain the consumer’s account in the
ordinary course of providing the insurance product or service;
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(B)  Toadminister or service benefits or claims relating to the transaction
or the product or service business of which it is a part;

(C) To provide a confirmation, statement, or other record of the
transaction, or information on the status or value of the insurance product or service to the
consumer or the consumer’s agent or broker;

(D)  Toaccrue or recognize incentives or bonuses provided by a licensee

or any other party associated with the transaction-thatare-previded-by-a-ticensee-or-any-otherparty;

(E)  To underwrite insurance at the consumer’s request or for any of the
following purposes as they relate to a consumer’s insurance: account administration, reporting,
investigating or preventing fraud or material misrepresentation, processing premium payments,
processing insurance claims, administering insurance benefits (including utilization review
activities), participating in research projects, or as otherwise required or specifically permitted by
federal or state law; or

(iii) €  Inconnection with:
A & The authorization, settlement, billing, processing, clearing,
transferring, reconciling, or collection of amounts charged, debited, or otherwise paid using a
debit, credit, or other payment card, check or account number, or by other payment means;
(B) @H  The transfer of receivables, accounts, or interests therein; or

(C) ) The audit of debit, credit, or other payment information.

Section 16.  Other Exceptions to Notice and Opt-Out Requirements for Disclosure
of Nonpublic Personal Financial Information,

@ Exceptions—to—opt-out—requirements: The requirements for initial notice to

consumers in Section 4(a)5(){#), the opt-out in Sections 78 and 11, and service providers and
joint marketing in Section 14 do not apply when a licensee discloses nonpublic personal financial
information:

Q) With the consent or at the direction of the consumer, provided that the
consumer has not revoked the consent or direction:

&y (A) To protect the confidentiality or security of a licensee’s records
pertaining to the consumer, service, product, or transaction;

(B) To protect against or prevent actual or potential fraud or
unauthorized transactions;

(C)  For required institutional risk control or for resolving consumer
disputes or inquiries;
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(D)  To persons holding a legal or beneficial interest relating to the
consumer; or

(E)  To persons acting in a fiduciary or representative capacity on behalf
of the consumer.;

(i)  To provide information to insurance rate advisory organizations, guaranty
funds or agencies, agencies that-are rating a licensee, persons that-are assessing the licensee’s
compliance with industry standards, and the licensee’s attorneys, accountants, and auditors;

(iliv) To the extent specifically permitted or required under other provisions of
law and in accordance with the federal Right to Financial Privacy Act of 1978 (12 U.S.C. 3401 et
seq.), to law enforcement agencies (including the Federal Reserve Board, Office of the
Comptroller of the Currency, Federal Deposit Insurance Corporation,-Office-of Fhrift Supervision;
National Credit Union Administration, the Securities and Exchange Commission, the Secretary of
the Treasury, with respect to 31 U.S.C. Chapter 53, Subchapter Il (Records and Reports on
Monetary Instruments and Transactions) and 12 U.S.C. Chapter 21 (Financial Recordkeeping), a
state insurance authority, and the Federal Trade Commission), self-regulatory organizations, or for
an investigation on a matter related to public safety;

(iv) €Ay Toaconsumer reporting agency in accordance with the federal Fair
Credit Reporting Act (15 U.S.C. 1681 et seq.); of

(v) (B} From aconsumer report reported by a consumer reporting agency;

(vi)  In connection with a proposed or actual sale, merger, transfer, or exchange
of all or a portion of a business or operating unit if the disclosure of nonpublic personal financial
information concerns solely consumers of the business or unit;

&4y (A)  To comply with federal, state, or local laws, rules, and other
applicable legal requirements;

(B)  To comply with a properly authorized civil, criminal, or regulatory
investigation, ef subpoena, or summons by federal, state, or local authorities; or

(C)  Torespond to judicial process or government regulatory authorities
having with jurisdiction over a licensee for examination, compliance, or other purposes as
authorized by law; or

(viit) For purposes related to thereplacement-ofreplacing a group benefit plan, a
group health plan, a group welfare plan, or-a workers’ compensation plan.

(b) Example—ofrevoeation—of—consent: A consumer may revoke consent by

subsequently exercising the right to opt-out of future disclosures of nonpublic personal information
as permitted under Section 78(f).
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ARTICLE 8Y. RULES FOR HEALTH INFORMATION

Section 17. When Authorization Required for Disclosure of Nonpublic Personal
Health Information,

@) A licensee shall not disclose nonpublic personal health information about a
consumer or customer unless an authorization is obtained from the consumer or customer whose
nonpublic personal health information is sought to be disclosed.

(b) Nothing in this section shall prohibit, restrict, or require an authorization for the
disclosure of nonpublic personal health information by a licensee for the performance of the
folowing |nsurance functlons by or on behalf of the I|censee and in accordance W|th federal

privacy Iaws

Addltlonal insurance functlons may be added Wlth the-approval of the eCommissioner to the extent
they are necessary for appropriate performance of insurance functions and are fair and reasonable
to the interest of consumers.

Section 18.  Authorizations.

@ A valid authorization to disclose nonpublic personal health information pursuant to
this Article V shall be in written or electronic form and shall contain all of the following:

() The identity of the consumer or customer who is the subject of the nonpublic
personal health information; and

(i) A general description of the types of nonpublic personal health information
to be disclosed;.

(iii)
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(b) Requirements.

(i¥)  The signature of the consumer or customer who is the subject of the
nonpublic personal health information, or the individual whe—is legally empowered to grant
authority, and the date signed; and

(iiv)  Notice of the length of time fer-which the authorization is valid, and that
the consumer or customer may revoke the authorization at any time, and the procedure for making
a revocation.

(cb)  An authorization for the-purposes of this-Article V shall specify a length of time for
which-the authorization shall remain valid, which in no event shall be for more than twenty-four
(24) months.

(de) A consumer or customer who is the subject of nonpublic personal health
information may revoke an authorization provided pursuant to this-Article V at any time, subject
to the rights of an individual who acted in reliance on the authorization prior to notice of the
revocation.

(ed) A licensee shall retain the authorization or a copy thereof in the record of the
individual who is the subject of nonpublic personal health information.

Section 19.  Authorization Request Delivery. A request for authorization and an
authorization form may be delivered to a consumer or a customer as part of an opt-out notice
pursuant to Section 10, provided that-the request and the authorization form are clear and
conspicuous. An authorization form is not required to be delivered to the consumer or customer or
included in any other notices unless the licensee intends to disclose protected health information
pursuant to Section 17¢).
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ARTICLE VI. SAFEGUARDING CUSTOMER INFORMATION

Section 20.  Information Security Program. Each licensee shall implement a
comprehensive written information security program that includes administrative, technical, and
physical safequards for protecting customer information. The information security program shall
be appropriate to the size and complexity of the licensee and the nature and scope of its activities.

Section 21.  Objectives of Information Security Program.

(@ A licensee’s information security program shall be designed to:

(i) Ensure the security and confidentiality of customer information;

(ii)  Protect against any anticipated threats or hazards to the security or integrity
of the information; and

(iii)  Protect against unauthorized access to or use of the information that could
result in substantial harm or inconvenience to any customer.

Section 22.  Methods of Development and Implementation.

()] In assessing the risk, the licensee:

(i) Identifies reasonably foreseeable internal or external threats that could
result in unauthorized disclosure, misuse, alteration, or destruction of customer information or
customer information systems;

(i)  Assesses the likelihood and potential damage of these threats, taking into
consideration the sensitivity of customer information; and

(iii)  Assesses the sufficiency of policies, procedures, customer information
systems, and other safequards in place to control risks.

(b) In managing and controlling the risk, the licensee:

(i) Designs its information security program to control the identified risks,
commensurate with the sensitivity of the information, as well as the complexity and scope of the
licensee’s activities;

(i) Trains staff, as appropriate, to implement the licensee’s information
security program; and

iii Reqularly tests or otherwise reqularly monitors the key controls, systems,
and procedures of the information security program. The frequency and nature of these tests or
other monitoring practices are determined by the licensee’s risk assessment.
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(©) In overseeing the service provider arrangements, the licensee:

[0} Exercises appropriate due diligence in selecting its service providers; and

(ii)  Requires its service providers to implement appropriate measures designed
to meet the objectives of this requlation, and, where indicated by the licensee’s risk assessment,
takes appropriate steps to confirm its service providers have satisfied these obligations.

(d) In adjusting the program, the licensee:

[0} Monitors, evaluates, and adjusts, as appropriate, the information security
program in _light of any relevant changes in technology, the sensitivity of its customer
information, internal or external threats to information, and the licensee’s own changing business
arrangements, such as mergers and acquisitions, alliances and joint ventures, outsourcing
arrangements, and changes to customer information systems.

Section 23.  Determined Violation. Any violation of this regulation constitutes an
unfair or deceptive trade practice as determined by W.S. § 26-13-101 et seq.

ARTICLE 6V1l. ADDITIONAL PROVISIONS

Section 242. Protection of Fair Credit Reporting Act. Nothing in this regulation shall
be construed to modify, limit, or supersede the operation of the federal Fair Credit Reporting Act

(15 U.S.C. 1681 et seq.)—and-ne-inference-shal-be drawn-on-the-basis-of the-provisions-ef-this
WWWW%W

Section 253. Nondiscrimination,

@ A licensee shall not unfairly discriminate against any consumer or customer
whobeeuase-that-consumerorcustomer has opted out from the disclosure of his er-her nonpublic
personal financial information pursuant to the-previstens-of this regulation.

(b) A licensee shall not unfairly discriminate against a consumer or customer
whobeeause-that-consumer-orcustomer has not granted authorization for the disclosure of his
or-her nonpublic personal health information pursuant to the-previsions-of this regulation.
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Section 26.  Effective Date.

@)  Effective-date: This regulation shall bebecomes effective immediately upon filing
W|th the Secretary of State —M—eFdeHe—meHde—su#ﬁeren{—Hme#ephe%sees%—estabMJwelﬁes

54-36



54-37



54-38



54-39



Chapter 55
Standards for Safeguarding Customer Information




55-2



55-3



REPEALED

55-4



	Chap 54 clean working rjz edits
	Chapter 54
	Section 2. Applicability.
	Section 3. Definitions.
	ARTICLE II. PRIVACY AND OPT-OUT NOTICES FOR FINANCIAL INFORMATION
	Section 5. Annual Privacy Notice to Customers Required.
	Section 6. Information to be Included in Privacy Notices.
	Section 7. Form of Opt-Out Notice to Consumers and Opt-Out Methods.
	Section 8. Revised Privacy Notices.
	Section 9. Privacy Notices to Group Policyholders. Unless a licensee is providing privacy notices directly to covered individuals described in Section 3(e)(v)(A), (B), or (C), a licensee shall provide initial, annual, and revised notices to the plan s...
	Section 10. Delivery.
	ARTICLE III. LIMITS ON DISCLOSURES OF FINANCIAL INFORMATION
	Section 12. Limits on Re-Disclosure and Reuse of Nonpublic Personal Financial Information.
	Section 13. Limits on Sharing Account Number Information for Marketing Purposes.
	ARTICLE IV. EXCEPTIONS TO LIMITS ON DISCLOSURES OF FINANCIAL INFORMATION
	Section 15. Exceptions to Notice and Opt-Out Requirements for Disclosure of Nonpublic Personal Financial Information for Processing and Servicing Transactions.
	Section 16. Other Exceptions to Notice and Opt-Out Requirements for Disclosure of Nonpublic Personal Financial Information.
	ARTICLE V. RULES FOR HEALTH INFORMATION
	Section 18. Authorizations.
	Section 19. Authorization Request Delivery. A request for authorization and an authorization form may be delivered to a consumer or a customer as part of an opt-out notice pursuant to Section 10, provided the request and authorization form are clear a...
	ARTICLE VI. SAFEGUARDING CUSTOMER INFORMATION
	Section 21. Objectives of Information Security Program.
	Section 22. Methods of Development and Implementation.
	Section 23. Determined Violation. Any violation of this regulation constitutes an unfair or deceptive trade practice as determined by W.S. § 26-13-101 et seq.
	ARTICLE VII. ADDITIONAL PROVISIONS
	Section 25. Nondiscrimination.
	Section 26. Effective Date. This regulation shall be effective upon filing with the Secretary of State.

	Chap 55 clean
	Notice_of_Intent_Rev-12-2018
	Statement of Prin-Reasons Ch 54 RJZ edits
	Chap 54 Strikethrough working rjz edits
	Chapter 54
	Section 2. Purpose and ScopeApplicability.
	Section 3. Rules of Construction
	Section 34. Definitions.
	ARTICLE 2II. PRIVACY AND OPT-OUT NOTICES FOR FINANCIAL INFORMATION
	Section 56. Annual Privacy Notice to Customers Required.
	Section 67. Information to be Included in Privacy Notices.
	Section 78. Form of Opt-Out Notice to Consumers and Opt-Out Methods.
	Section 89. Revised Privacy Notices.
	Section 9. Privacy Notices to Group Policyholders. Unless a licensee is providing privacy notices directly to covered individuals described in Section 3(e)(v)(A), (B), or (C), a licensee shall provide initial, annual, and revised notices to the plan ...
	Section 10. Delivery.
	ARTICLE 3III. LIMITS ON DISCLOSURES OF FINANCIAL INFORMATION
	Section 12. Limits on Re-Ddisclosure and Reuse of Nonpublic Personal Financial Information.
	Section 13. Limits on Sharing Account Number Information for Marketing Purposes.
	ARTICLE 4IV. EXCEPTIONS TO LIMITS ON DISCLOSURES OF FINANCIAL INFORMATION
	Section 15. Exceptions to Notice and Opt-Out Requirements for Disclosure of Nonpublic Personal Financial Information for Processing and Servicing Transactions.
	Section 16. Other Exceptions to Notice and Opt-Out Requirements for Disclosure of Nonpublic Personal Financial Information.
	ARTICLE 5V. RULES FOR HEALTH INFORMATION
	Section 18. Authorizations.
	Section 19. Authorization Request Delivery. A request for authorization and an authorization form may be delivered to a consumer or a customer as part of an opt-out notice pursuant to Section 10, provided that the request and the authorization form ar...
	Section 20. Relationship to Federal Rules
	Section 21. Relationship to State Laws
	ARTICLE VI. SAFEGUARDING CUSTOMER INFORMATION
	Section 21. Objectives of Information Security Program.
	Section 22. Methods of Development and Implementation.
	Section 23. Determined Violation. Any violation of this regulation constitutes an unfair or deceptive trade practice as determined by W.S. § 26-13-101 et seq.
	ARTICLE 6VII. ADDITIONAL PROVISIONS
	Section 253. Nondiscrimination.
	Section 24. Violation
	Section 25. Severability
	Section 26. Effective Date.
	SAMPLE CLAUSES
	A-1–Categories of information a licensee collects (all institutions)
	A-2–Categories of information a licensee discloses (institutions that disclose outside of the exceptions)
	A-3–Categories of information a licensee discloses and parties to whom the licensee discloses (institutions that do not disclose outside of the exceptions)
	A-4–Categories of parties to whom a licensee discloses (institutions that disclose outside of the exceptions)
	A-5–Service provider/joint marketing exception
	A-6–Explanation of opt out right (institutions that disclose outside of the exceptions)
	A-7–Confidentiality and security (all institutions)

	Chap 55 strikethrough - RJZ edits

	a AgencyBoard Name: Wyoming Department of Insurance
	b AgencyBoard Address: 106 E. 6th Avenue
	c City: Cheyenne
	d Zip Code: 82002
	e Name of Agency Liaison: Becky S. McFarland
	f Agency Lia son Telephone Number: 307-777-6889
	g Agency Lia son Email Address: becky.mcfarland@wyo.gov
	h Date of Public Notice: December 19, 2018
	i Comment Per od End Date: February 3, 2019
	 Public Comment URL or Email Address: doi.rules@wyo.gov
	k Program: General Agency, Board or Commission Rules
	1: 
	 Check Box: On

	a: 
	 Chapter Numbers and Years: 

	2: 
	 No: On
	 Yes: Off

	Chapter Number: 54
	Chapter Name: Privacy of Consumer Financial and Health Information (Privacy of Consumer Financial and Health Information and Standards for Safeguarding Customer Information)
	undefined_3: Off
	undefined_4: On
	undefined_5: Off
	Chapter Number_2: 55
	Chapter Name_2: Standards for Safeguarding Customer Information
	undefined_6: Off
	undefined_7: Off
	undefined_8: On
	Chapter Number_3: 
	Chapter Name_3: 
	undefined_9: Off
	undefined_10: Off
	undefined_11: Off
	Chapter Number_4: 
	Chapter Name_4: 
	undefined_12: Off
	undefined_13: Off
	undefined_14: Off
	Chapter Number_5: 
	Chapter Name_5: 
	undefined_15: Off
	undefined_16: Off
	undefined_17: Off
	Chapter Number_6: 
	Chapter Name_6: 
	undefined_18: Off
	undefined_19: Off
	undefined_20: Off
	Chapter Number_7: 
	Chapter Name_7: 
	undefined_21: Off
	undefined_22: Off
	undefined_23: Off
	Chapter Number_8: 
	Chapter Name_8: 
	undefined_24: Off
	undefined_25: Off
	undefined_26: Off
	Chapter Number_9: 
	Chapter Name_9: 
	undefined_27: Off
	undefined_28: Off
	undefined_29: Off
	No: On
	Yes Please complete the boxes below: Off
	Date: 
	Time: 
	City: 
	Location: 
	By submitting written comments to the Agency at the phys: On
	At the fol: Off
	Following URL: 
	To the Agency at the phys: On
	At the fol_2: Off
	Following URL 2: 
	No_2: Off
	Yes Please complete the boxes below_2: On
	Applicable Federal Law or Regulation Citation: Title V of the Gramm-Leach-Bliley Act (PL 102-106)
	The proposed rules meet but do not exceed min: On
	The proposed rules exceed min: Off
	To the Agency at the phys_2: On
	At the fol_3: Off
	Following URL 3: 
	The proposed rule change MEETS m: On
	The proposed rule change EXCEEDS minimum substantive statutory requirements Please attach a statement expla: Off
	The Agency has complied w: On
	Not App: Off
	By contacting the Agency at the phys: On
	undefined_30: Off
	Following URL 4: 
	These ru: On
	The following chapters do not differ from the uniform rules: Off
	Provide chapter numbers: 
	These chapters d: Off
	Provide chapter numbers_2: 
	The Statement of Princ: On
	If applicable In consultation with the Attorney Generals Off: Off
	Printed Name of Authorized Ind v dual: Tom Glause
	Title of Authorized Ind v dual: Insurance Commissioner
	Date of Authorization: December 4, 2018


