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Licensure of 
Crypto ATMs



Topline 
Takeaways

• AARP Wyoming is Anti-Fraud, 

not Anti-Crypto.

• Scammers are attracted to kiosks 

because it is easy to move money 

• This is happening in Wyoming, but we 

aren’t alone.

• Past legislation has been effective 

elsewhere.

• Wyoming is looking for help from its 

lawmakers in staying safe from fraud.



Where are they in Wyoming?

Support WyHS
 $5.4M per biennium for 1,500 people

 Light-touch, pre-nursing home

Support Senior Centers
 $10.5M biennium spend

 27,000 meals, services originate from the area

Continue to look for 

expanded Home Services

 1115 Waiver conversation

 80% of those surveyed want to stay at home

What are Crypto ATMs, where they are, and why the concern

Cryptocurrency kiosks are ATM-like devices or electronic terminals that allow users to 
exchange cash and cryptocurrency. Virtual currency kiosks are one of the rare parts of the 
industry that allow customers to exchange cash for virtual currency, sometimes without going 
through a KYC process first.

The Basics of CryptoATMs

●Legitimate uses include by investors new to cryptocurrency
●Those who work in cash intensive industries
●People who send cryptocurrency home as a form of remittance.

Who Uses Them?

Our Concern

• Approximately 44 in the State of Wyoming
•11 in Cheyenne

•Criminals are known to direct individuals to use a cryptocurrency kiosk to send 
funds, which enables a more anonymous transaction than depositing the cash at 
a financial institution.



Fraud Trends in Cryptocurrency: Crypto ATMs

https://www.ic3.gov/AnnualReport/Reports/2024_IC3Report.pdf

https://www.fincen.gov/sites/defa

ult/files/shared/FinCEN-Notice-

CVCKIOSK.pdf

https://www.iowaattorneygeneral.go

v/newsroom/attorney-general-bird-

sues-crypto-atm-companies-for-

costing-iowans-more-than-20-million



• Last year, the FBI reported nearly 11,000 complaints of cryptocurrency ATM fraud. Those cases 

disproportionately affected older Americans and cost victims $246.7 million

https://www.ic3.gov/AnnualReport/Reports/2024_IC3Report.pdf


Impacts In Wyoming

▪ A FOIA of Federal Trade 

Commission data from 2000-2024 

shows 30 individual reports of 

fraud using Crypto ATMs. 

▪ The total amount lost was $824,315.

▪ The average amount lost was 

$27,477

▪ High losses of $281,000, low of $10.

▪ In 2024 alone, there were 30 FBI 

reports with a total loss of $364,000.



“As we’ve started to analyze it, 
we are finding this is a much 
more prevalent issue than 

we thought.”
- Det. Sgt. Kevin Malatesta, 

Cheyenne PD
▪ From January 2024– August 2025, 50 reported cases.

▪ Losses of over $650,000 to Cheyenne Citizens

▪ Most victims who spoke with CPD said they had never noticed 

the kiosk before until the day they were scammed.



How does the scam work?

▪ The scam starts the same as the Imposter Scam, Romance Scam or Investment 

Scam.

▪ Imposter - IRS/Trusted Government Agency/Company

▪ Victim directed to Crypto ATM to address urgent matter.

▪ Romance Scam – Online relationship needs cash suddenly

▪ Investment scam – Scammer promises high returns

▪ Pig butchering. Unusual explanation for why they are contacting you, 

relationship begins.

▪ Groom the victim – Establish credibility

▪ Talk turns to investments they have made, start small

▪ Sends good news regarding your return.

▪ Asks for the more cash to “invest,” before the investment takes a dive.

▪ Because these kiosks look like regular ATM machines, they seem more legitimate 

to victims who are directed to them. 



Crypto Kiosk Legislative and Regulatory Action
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How it works – The proposed Legislation at-a-glance

Licensure

• Crypto ATMs will be licensed with 
the State Banking Commission with 
quarterly report including 
transactions declined due to 
suspicion of illicit activity. Also 
requiring an annual report with 
Suspicious Activity Reports (SARS) 
filed by the operator.

Disclosures

• Written warning near the 
machines including name 
and contact information of the 
kiosk’s owner, and language 
pointing out these machines 
are used in fraud.

Transaction

• Paper and electronic receipts 
required with kiosk’s operator 
and customer service phone 
number, contact info for state and 
local law enforcement, type of 
transaction, value and statement 
of operators refund policy.

Prevention of Fraud

• Requires use of blockchain analytics 
to assist in prevention of fraud. 
Virtual currency kiosk operators 
shall block transactions to virtual 
currency wallets associated with 
overseas exchanges non-accessible 
for U.S. users.

Refunds

• For cases related to fraud, a virtual 
currency kiosk operator shall issue a 
refund to a user in the full amount of 
all transactions paid by the victim, 
including, but not limited to any 
transaction charges, at the time of 
the transaction

Transaction Limits

• A virtual currency kiosk operator 
shall not accept transactions of more 
than $1,000 per day. In addition, the 
transaction limit shall not exceed 
$10,000 or the equivalent in virtual 
currency in any thirty (30) day 
period.

Transaction Fees

• A virtual currency kiosk operator 
may not collect fees that exceeds 
three (3) percent.

Customer Service

• All virtual currency kiosk operators 
performing business shall provide 
live

• customer service during operating 
hours including the hours between 8 
AM to 10 PM local time.



Why Fees Should Be Refunded

Nobody should make money off of fraud. This 

includes the kiosk operator. 

In response to working with law enforcement, they 

asked us to ensure that fees were refundable.

Virtual currency kiosks charge high transaction fees, 

ranging from 7-35% and exchange rates that are less 

favorable than rates you could get elsewhere.

If a victim has deposited $50,000 into a kiosk in a 

scam, the fees to the kiosk operator would be 

$10,000 for a 20% transaction fee. 



Do Transaction 
Limits Work? 
Law 
Enforcement 
thinks so.

▪ “As part of my primary duties at LASD, I regularly use 

Chainalysis in my investigation of cryptocurrency crimes, 

including crypto kiosk crimes. I have reviewed the data 

provided by Chainalysis since the daily transaction limit set 

forth in SB 401 took effect on January 1, 2024. I have 

determined that there is a reduction in crypto kiosk scams 

and fraud since the daily transaction limit became effective. 

I have also determined that there has been a reduction in 

the use of crypto kiosks for escort services which are 

known to involve human trafficking.  - Anthony Moore, a 

detective for the Fraud and Cybercrimes Bureau at the Los 

Angeles County Sheriff’s Department (LASD) testifying as to 

the effectiveness of California’s kiosk limits.



$1000 is too low of a daily transaction 

limit for existing customers.

Support WyHS
 $5.4M per biennium for 1,500 people

 Light-touch, pre-nursing home

Support Senior Centers
 $10.5M biennium spend

 27,000 meals, services originate from the area

Continue to look for 

expanded Home Services

 1115 Waiver conversation

 80% of those surveyed want to stay at home

What’s been argued in other states…

According to a law enforcement analysis of a virtual currency kiosk operator’s 

transactions, after the law passed, the scams and fraud attributed to transactions 

using that operator dropped to 1 percent of what they had been the previous year.

Daily transaction limits don’t work.

Kiosk operators use blockchain analytics in their transaction monitoring process and will be 

able to screen for and detect when a virtual currency address is receiving multiple transactions 

from virtual currency kiosks in a short time frame and block them. If a new virtual currency 

address is used at each machine, this won’t work. However, going to multiple machines requires 

the process to slow down, at which victims may understand they are being scammed. 

Limits will just send consumers to 

multiple kiosks, and don’t work.

Regulating Crypto transactions 

doesn’t put it on an equitable footing 

as cash.

The average transaction size is somewhere between $150-$1800 

depending on the kiosk operator. A recent Bitcoin Depot earnings call told 

those on the line the average transaction for their machines is $300.

Traditional ATMs already have limits placed by banks and credit unions. The 

average limit is between $300-$500.





Takeaways
●AARP and its members aren’t anti-crypto.

●We aren’t asking for an outright ban of the machines. 

●We believe that reasonable consumer protections will help 
to limit the amount of fraud using these machines. 

●Our goal is to make these machines safer for anyone who 
uses them.

●Chainalysis, a blockchain analytics company, has told AARP 
that virtual currency kiosk transactions comprise less than 1% 
of all virtual currency transactions.

●TRM Labs, highlighted the disproportionate level of illicit 
activity in virtual currency kiosk transactions, noting it is 
double the amount of illicit activity compared to the rest of 
the cryptocurrency industry. 

https://www.trmlabs.com/resources/blog/california-dfpi-releases-comprehensive-data-on-crypto-atms-trm-analyzed-the-data


THANK YOU
for Joining Us!
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