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Keeping pace with US state
privacy legislation

Each year since the passage of the California Consumer
Privacy Act, the first comprehensive state law, in 2018, the
number of proposed U.S. state privacy bills has increased. The
IAPP aims to keep privacy professionals informed about when
states introduce comprehensive privacy bills, when those bills
progress into laws, what rights they offer consumers and what
obligations they require from organizations.

P In 2018, two bills were introduced in the U.S. and one became
law in California. In 2019, 15 bills were introduced throughout
0 v e r v I e w the U.S. Of the 24 bills introduced in 2020, one was enacted,
this time in the form of an update to the CCPA. In 2021, two
of 29 introduced bills were enacted in Virginia and Colorado.
In 2022, two of 59 introduced bills became laws in Utah and
Connecticut. And in 2023, seven of 54 introduced bills became
laws in Delaware, Indiana, Iowa, Montana, Oregon, Tennessee
and Texas. Understandably, balancing compliance with passed
laws while keeping track of newly introduced comprehensive
privacy bills can be overwhelming for privacy pros. The IAPP
US State Privacy Legislation Tracker provides a quick snapshot
of new bills as each state's legislative session begins. This
report provides a summary of relevant terms, applicability,
exemptions, consumer rights, business obligations and
enforcement duties for each of the 12 passed laws to date.
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The growth of US state privacy legislation
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Methodology

This report is limited to "comprehensive" U.S. state privacy

laws that had been signed into law by 31 Dec. 2023. Bills that

are sectoral, targeted at a particular industry or are use-case
specific are purposely omitted. This decision necessarily excludes
narrower state laws that are relevant to privacy, such as Florida's
Digital Bill of Rights and Washington state's My Health, My Data
Act. While both of these laws, among others, may be applicable
to the work of privacy pros, they are targeted at particular types
of entities or types of data. Washington state's law, for example,
regulates consumer health data.

Thus, to avoid comparing metaphorical apples to oranges, the
analysis presented in this report, as well as in the IAPP US State
Privacy Legislation Tracker, is limited to the U.S. state privacy laws
the IAPP defines as "comprehensive," which carry omnibus sets

of consumer rights and business obligations and apply to broad
ranges of entities.
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States with enacted laws

California Colorado
California Consumer Colorado
Privacy Act Privacy Act

As amended by the:
California Privacy Rights Act

Indiana lowa
Indiana Consumer lowa Consumer Data
Data Protection Act Protection Act

-4

Tennessee Texas
Tennessee Information Texas Data Privacy
Protection Act and Security Act

iapp

Connecticut
Connecticut
Personal Data
Privacy and Online
Monitoring Act

Montana
Montana Consumer
Data Privacy Act

Utah
Utah Consumer
Privacy Act

Delaware
Delaware
Personal Data
Privacy Act

Oregon
Oregon Consumer
Privacy Act

A

Virginia
Virginia Consumer
Data Protection Act

Territorial scope

This report analyzes similarities and differences between the

12 enacted comprehensive U.S. state privacy laws. These states
have continued to propose updates to the definitions, scopes and
enforceability of their passed laws. As such, guidance continues to
change with future amendments.

Just two states — Colorado and California — give rulemaking
authority to the state attorneys general or privacy enforcement
agencies. The Colorado attorney general's office released the
finalized Colorado Privacy Act Rules 1 July 2023 to implement the
Colorado Privacy Act. In California, the enforcement date of the
new CCPA Regulations was pushed to March 2024.

States with rulemaking authority

CALIFORNIA AND COLORADO
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https://leg.colorado.gov/bills/sb21-190
https://leg.colorado.gov/bills/sb21-190
https://www.cga.ct.gov/asp/cgabillstatus/cgabillstatus.asp?selBillType=Bill&bill_num=SB00006&which_year=2022
https://www.cga.ct.gov/asp/cgabillstatus/cgabillstatus.asp?selBillType=Bill&bill_num=SB00006&which_year=2022
https://www.cga.ct.gov/asp/cgabillstatus/cgabillstatus.asp?selBillType=Bill&bill_num=SB00006&which_year=2022
https://www.cga.ct.gov/asp/cgabillstatus/cgabillstatus.asp?selBillType=Bill&bill_num=SB00006&which_year=2022
https://legiscan.com/DE/text/HB154/id/2807502/Delaware-2023-HB154-Draft.html
https://legiscan.com/DE/text/HB154/id/2807502/Delaware-2023-HB154-Draft.html
https://legiscan.com/DE/text/HB154/id/2807502/Delaware-2023-HB154-Draft.html
https://coag.gov/app/uploads/2023/03/FINAL-CLEAN-2023.03.15-Official-CPA-Rules.pdf
https://cppa.ca.gov/regulations/pdf/cppa_regs.pdf
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Passage and enforcement dates of current US state privacy laws

STATE PRIVACY LAW DATE OF PASSAGE DATE OF ENFORCEMENT
California Consumer Privacy Act 28 June 2018 1 Jan. 2020
California Privacy Rights Act 3 Nov. 2020 1 Jan. 2023
Virginia Consumer Data Protection Act 2 March 2021 1 Jan. 2023
Colorado Privacy Act 7 July 2021 1 July 2023

Utah Consumer Privacy Act 24 March 2022 31 Dec. 2023

Oregon Consumer Privacy Act 22 June 2023 1 July 2024
Texas Data Privacy and Security Act 16 June 2023 1 July 2024
Montana Consumer Data Protection Act 19 May 2023 1 Oct. 2024
lowa Consumer Data Protection Act 29 March 2023 1 Jan. 2025
Tennessee Information Protection Act 11 May 2023 1 July 2025
Indiana Consumer Data Protection Act 1 May 2023 1Jan. 2026
Delaware Personal Data Privacy Act 11 Sept. 2023 1 Jan. 2025
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The California approach

(CCPA/CPRA)

The Washington approach
(e.g., VCDPA, UCDPA, CTDPA)

REQUIRES NOTICE

AT COLLECTION @ ®

INCLUDES Not in CCPA, but included in @

SENSITIVE DATA CPRA amendments

LIMITS USE OF

SENSITIVE DATA @ @
CREATES A STATE
PRIVACY AGENCY @ ®

Two differing approaches

So far, the U.S. has seen two different approaches
to state consumer privacy laws. While California
followed its own approach, the other states, at
least initially, generally based their laws on a
version of the yet to-pass Washington Privacy
Act. For example, California uses the term
"business," whereas the other states use the term
"controller" for certain entities subject to the law,
which may include an individual, corporation,
business trust, nonprofit, and other legal and
commercial entities.

At this point, California is also the only state
requiring notice at collection. The CCPA
initially did not address sensitive data, but
this was updated by the CPRA amendments.
With the CPRA amending the CCPA, California
is now the only state that gives consumers

the right to limit the use and disclosure of
sensitive personal information. Also, unlike
the other states, California is the only one
with a dedicated privacy agency, the California
Privacy Protection Agency.
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Applicability of US state comprehensive privacy laws

Colorado Connecticut Delaware Indiana Montana Tennessee Virginia
Doing bugggﬁ in
JURISDICTIONAL Doing Doing Doing Doing Doing Doing Doing Doing Doing Doing business in the state Doing
THRESHOLD business in business in business in business in business in business in business in business in business in business in the state 1nd USD25 business in
the state the state the state the state the state the state the state the state the state the state (excludes small million in the state
businesses)
annual revenue
AND ONE OF THE FOLLOWING:
REVENUE >USD25 >USD25
THRESHOLD million million N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
100K+ 35K+ 100K+ 100K+ An
PROCESSING 50K+ 100K+ 100K+ consumers consumers 100K+ 100K+ consumers consumers 100K+ A 100K+ 100K+
processing
THRESHOLD consumers consumers consumers (excludes (excludes consumers consumers (excludes (excludes consumers £ dat consumers consumers
payments data) ayments data) payments data) payments data) ordata
50% of Any revenue 25% of 20% of 50% of 50% of 25% of 25% of 50% of 50% of 50% of
50% of revet;mue or discount revenue revenue revenue revenue revenue revenue revenue revenue revenue
SALE revenue from sellin from selling from selling from selling from selling from selling from selling from selling from selling Any sale from selling from selling
THRESHOLD from selling or sharin g data and data and data and data and data and data and data and data and of data data and data and
data data g data of 25K data of 25K data of 10K data of 25K data of 25K data of 25K data of 25K data of 25K data of 25K data of 25K
consumers consumers consumers consumers consumers consumers consumers consumers consumers consumers
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Published January 2024.

IAPP disclaims all warranties, expressed or implied, with respect to
the contents of this document, including any warranties of accuracy,
merchantability, or fitness for a particular purpose. Nothing herein
should be construed as legal advice.
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